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VENDOR MANAGEMENT AND RISK?

ERM

Vendor 

Risk 



WHAT IS ERM?

• Enterprise Risk Management is a process for evaluating risk. 

• ERM is the arbiter of risk. 

• ERM is a discipline that supports the achievement of the bank’s objectives by addressing the full 

spectrum of its risks and managing the combined impact of those risk as a portfolio of risks. 

ERM is NOT a compliance activity with a checklist or set 

number of questions. ERM is not just about mitigating risk. 



STRUCTURE FOR ERM

From The Institute for Internal Auditors, January 2013



OVERLAP IN ERM / VENDOR MANAGEMENT

Overlapping specific items include:

1. Third-party management addresses a financial 
institution management's responsibility to control 
the business continuity risks associated with its 
TSPs and their subcontractors. (BCP – Vendor 
Overlap)

2. Are vendor’s with access to GLBA data required 
to notify bank of a breach? (Cyber – Vendor 
Overlap)

3. Are we reliant on a vendor for BSA/OFAC? Are 
services adequate to meet compliance 
obligations? (Compliance – Vendor Overlap)

Elements to look for:

• Inconsistent answers

• Leveraging work that is completed

• Do the VM policies and procedures help 

or hinder BCP?

• Do the VM policies and procedures help 

or hinder compliance management 

efforts?



VENDOR MANAGEMENT 
Process
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WHAT IS THE RISK?

• Vendor Debt Collection
• OCC Settlement ($6 million) - American Express Bank

• (Oct. 2012 – vendor management debt collection)

• Identity Theft Protection
• OCC Settlement ($20 million) - JP Morgan Chase

• Inaccurate billing, lack of consumer consent, lack of disclosures

• Deceptive Marketing
• FDIC Settlement ($200 million) - Discover Bank 

• misleading practices in vendor selling payment protection, credit monitoring, and 
identity protection 

• Security Breach
• Community bank’s third party core processor had a security breach that resulted in 

fraudulent debit card charges to deposit account. Bank had to reimburse customers 
even thought the third party was at fault.



LIABILITY



VM REGULATORY REQUIREMENTS

Vendor Management Background

• Service Providers have been a regulatory 
issue for 45 years

• -Bank Service Company Act of 1961

• Technology Outsourcing has been a 
meaningful part of financial institution audits

• -Part of FFIEC IT Rating (URSIT)

• Outsourcing now includes services and 
solutions beyond information technology



REGULATIONS

Two Primary Areas for 
Regulatory Guidance for 
Banks:

1)Interagency Guidance (FFIEC)

2)FDIC Guidance, OCC Guidance, 
and Federal Reserve Guidance



FFIEC, OCC, FDIC, FED OVERLAP FOR VENDOR MANAGEMENT 

• OCC BULLETIN 2013-29; OCC Bulletin 2017-7 ; OCC Bulletin 2017-21; 

• Federal Reserve Guidance on Managing Third Party Risk (December 5, 2013)

• FDIC FIL-44-2008; FIL 13-2014; FIL-19-2019; FDIC Compliance Manual VII 4.1 (March 2017)

• IT Exam Handbook FFIEC– Outsourcing Technology Services

• Section 501 (b) GLBA – (ensure security, protect against intrusions, etc.)

Planning; Due Diligence

Risk Assessments Contract Issues

Monitoring



THE VENDOR MANAGEMENT LIFE CYCLE
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• Planning

• Due diligence

• Contract negotiation

• Ongoing monitoring

• Termination



HIGHLIGHTS OF CURRENT VENDOR MANAGEMENT 
GUIDANCE

• Failure to manage a bank’s third-party relationships “may be an unsafe and unsound 
banking practice.”

• Life Cycle - means approach to managing vendors including planning, due diligence, 
contract negotiations, ongoing monitoring, and termination 

• Critical does not just mean IT, activities include:

• Significant bank functions (payments, clearing, settlements, and contingency 
planning); 

• Significant shared services (information technology); 

• Other activities that:

• Could cause a significant risk as a result of third-party failures, 

• Could have significant customer impacts,

• Could have a major impact on bank operations



CLASSIFYING VENDORS 

Inherent Risk vs. Residual Risk

What does “risk assess my vendor” mean?

Note: The guidance for BCP uses the term TSP (third party 
service provider) to refer to vendors that need to have 
resiliency to allow for financial institutions to have adequate 
BCP initiatives. 

Key Practice: May need additional class of vendors that 
need BCP but are not otherwise critical vendors.



WHICH VENDORS NEED REVIEWS?

DEPENDENCY
HOW RELIANT IS MY INSTITUTION ON THIS VENDOR?

REPLACEABLE
HOW EASILY CAN I REPLACE THIS VENDOR?

CUSTOMER IMPACT
WOULD MY CUSTOMER BE MATERIALLY AFFECTED BY THIS VENDOR 

RELATIONSHIP?

FINANCIAL IMPACT
WOULD THE P&L OR BALANCE SHEET BE MATERIALLY IMPACTED BY THIS 

VENDOR?

ACCESS
DOES THE VENDOR STORE AND TRANSMIT PROTECTED CLIENT DATA?



THIRD PARTY RISK MANAGEMENT PROCESS

Size of Risk Benefits of 

Outsourcing Measuring the probability and 

magnitude

Business Strategy Gather Data from 

Internal Resources
IT, Operations, Compliance, Legal, 

Finance

Outsourcing consistent with 

business strategy

Identifying Risks
Typical Areas of Risk: Strategic, Reputation, Operational, 

Transaction, Credit, Compliance, Other

Document Expectations



DUE DILIGENCE – PROCESS REVIEW

Third Party Audit

Mergers / Acquisitions –

Impact on IT security

Authentication Process

Customer Data Workflow

Other Third Party 

Applications

Data Transmission - Methods

Data Storage - Methods

Methods for Handling 

Transactions 



DOCUMENTS TO GATHER

• Financials (Third Party Review)

• SSAE 18 (f/k/a SSAE 16; SAS 70)

• Disaster Recovery Plans/Tests

• Incident Response Plans/Tests

• Government Reports on Vendor

• Info Security Policy

• Security Awareness Training

• Background Checks



SSAE 18 REPORTS

• Scope

• Defines work

• Exceptions

• How corrected

• User Controls

• Products utilized

• Identify Strengths



SSAE 18? – KEY ELEMENTS
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Key 

Elements

Security Protected Logically 

and Physically 

Security

Availability Systems are 

accessible as 

expected

Availability

Process 

Integrity Process is complete, 

accurate, timely,  

and authorized

Process 

Integrity

How is information 

protected during 

transmission

Confidentiality 

Personal information 

is collected, used, 

retained, and 

disclosed 

Privacy
Privacy

Confidentiality



SSAE 18 VS. SSAE 16

Four Key Differences from SSAE 16
Vendor Management
• The standard refers to a vendor as a subservice organization

• Vendor Management includes:
1) Scope of relationship
2) Performance reviews
3) Reviewing audits of subservice organization
4) Monitoring

Risk Assessments 
• Does the Service Organization have a risk management program?

• Are risks associated with controls?

• Is there a process for remediation of findings?



EXCEPTIONS

• What happened?

• Is my data compromised?

• Is my access compromised?

• What mitigates the finding?

• Does my institution need to follow 
up?

• Does my gap letter address the 
issue?



INCIDENT RESPONSE – ERM & VM FLASHPOINT

Potential Incidents: 

• Data breach incident

• Customer service issue

• Financial Issue

Process for Resolution:

1) Written Plan

2) Execution

3) Monitor



VENDOR MONITORING
WHAT TO LOOK FOR
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ONGOING MONITORING FOR CYBER AND VM

• Annual Review for Risk Assessments of Designated Vendors

• SSAE 18s 

• Disaster recovery plans / tests

• Incident response plans / tests

• Financials

• Summary of findings and evaluation

• Monitoring is more than Annual Assessment

• Litigation

• Vendor sold / acquired

• Data breach

• Regulatory issues

• Financial performance



THIRD-PARTY OVERSIGHT

Vendor Risk Management:

• The ongoing process of monitoring a vendor, beginning 
with due diligence before a new contract is signed and 
continual monitoring throughout the duration of the 
relationship. 

• The objective of a risk management program is to 
reduce risk and obtain and maintain appropriate 
management approval at predefined stages in the life 
cycle.

©Ncontracts. All rights reserved | ncontracts.com | 214 Overlook Cir., #152, Brentwood, TN 37027 | (888) 370-5552 27



ONGOING MONITORING

Third-party reports

• Third-party reports are information provided by organizations 
hired by your vendor.

• This includes internal/external audits and exams, SSAE 18s, 
insurance certificates, fourth party test results, confirmation of 
internal security policy and procedures, and other documents.

• Can assess critical vendors’ IT security controls. 

• Reports from established, well-known partners can provide objective 
assurances that a vendor is performing as promised.

• Process and/or work product identified issues (aka findings) may be a 
red flag of a cybersecurity expectation not being met. 
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https://ncontracts.com/ssae-18/


ONGOING MONITORING

Third-Party Reports – Are they enough?

• Great for understanding vendor’s wholistic approach to 
cybersecurity.

• Uncovers systemic issues, but it’s just a snapshot in time.

• Doesn’t provide real-time assessment of cyber security.

• Vendor cyber monitoring is a tool for proactive, continual 
vendor oversight.
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ONGOING VENDOR MONITORING

Vendor Cybersecurity Monitoring

• Detect vulnerabilities before there is an issue and take action if 
an issue it uncovered.

• Cybersecurity ratings can help:
• Uncover and address cybersecurity issues that need to be resolved 

before they are exploited.

• Identify third-party vendors that are real-time risks, allowing a financial 
institution to take action to mitigate the threat.

• Determine which vendors are most susceptible to a breach.

• Identify vendors that are not aligned with your institution’s cyber risk 
appetite.
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ONGOING VENDOR MONITORING

Vendor Cyber Monitoring Actions
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• Ongoing monitoring of your 
vendors’ cybersecurity controls

• Receive actionable alerts 
regarding your vendors’ 
cybersecurity controls

• Record incidents and resolutions 
regarding your vendors’ 
cybersecurity issues

• Detect vulnerabilities before there is an 
issue 

• Assess your vendors’ ability to 
effectively identify and resolve incidents

• Comprehensive documentation of 
activity regarding your vendors’ 
cybersecurity program



WHAT SHOULD BE MONITORED?

• Open ports. Monitors ports exposed to the public internet to 
determine if unnecessary access points exist.

• TLS/SSL certificates. Monitors records to verify accuracy of 
vendor’s servers and relationships to establish cryptographic 
trust.

• TLS/SSL configuration. Monitors records to ensure that 
servers have properly configured security protocol libraries and 
support strong encryption standards.

• Sender Policy Framework (SPF). Monitors DNS (Domain 
Name System) records to identify which mail servers are 
permitted to send email on behalf of a domain to prevent 
hackers from forging email.
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WHAT SHOULD BE MONITORED?

• Domain Keys Identified Mail (DKIM). Monitors protocols to 
prevent unauthorized servers from sending email on behalf of a 
company’s domain.

• Network security. Monitoring for database vulnerabilities, lack 
of proper network security measures.

• DNS health. Monitoring for multiple DNS configuration settings 
to determine inappropriate vs. recommended configurations.

• Patching cadence. Monitoring frequency of patching operating 
systems, services, applications, software, and hardware in a 
timely manner.
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WHAT SHOULD BE MONITORED?

• Endpoint security. Monitoring for protection of a vendor’s 
laptops, desktops, mobile devices, and all employee devices 
that access the vendor’s network.

• IP reputation. Monitoring millions of malware signals from all 
over the world to detect infected IP addresses attributed to 
vendors to determine a level of risk and the quantity and 
duration of the infections.

• Web application security. Monitoring for cross-site scripting 
attacks and SQL injection attacks.

• Mobile application security. Monitors mobile applications in 
Android and iOS devices connected to the vendor’s network 
with known security risks that could compromise the vendor’s 
network.
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WHAT SHOULD BE MONITORED?

• Hacker chatter. Monitors hacker communications from multiple 
streams to determine if a vendor is discussed and/or targeted.

• Leaked credentials. Monitors all sensitive information that is 
exposed as part of a data breach or leak, keylogger dumps, 
paste bin dumps, database dumps, and other information 
repositories, which are associated with vendor email addresses 
or other vendor dates to access likelihood of a data breach.

• Social engineering. Monitors factors related to social 
engineering, which include vendor employees using network 
devices for social networks, personal finances, marketing lists, 
etc. that can be exploited.
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VENDOR CYBER MONITORING

How to Use the Data

Vendor cyber monitoring helps:

• Assess vendors’ ability to effectively identify and resolve 
incidents.

• Identify low residual risk vendors so that resources can be 
allocated to higher risk vendors.

• Prioritize issues requiring remediation to reduce risk.

• Document results to assist in the ongoing monitoring of the 
vendor relationship.
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VENDOR CYBER MONITORING

Assess vendors’ ability to effectively identify and resolve 
incidents

• Are you uncovering issues before the vendor?

• Are these relatively minor issues or potentially serious 
vulnerabilities?

• When notified, are issues promptly corrected?

• Do you feel comfortable proceeding with the vendor?

• Compare cyber monitoring reports to vendors’ self-reported and 
third-party reports (SSAE 18s, penetration testing, etc.)
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CONTRACT AS A CONTROL
To Manage Vendors
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LEVERAGING THE CONTRACT TO DECREASE RISK – KEY ISSUES

1) Scope

2) Incident Response

3) Retaining information – IT security

4) Business Continuity 

5) Compliance with laws

6) Right to audit

7) Confidentiality

8) Subcontracting - assignment



2019 GUIDANCE ON VENDOR CONTRACTS

FDIC Guidance FIL-19-2019 (April 2, 2019):

❖ “Financial institution board of directors and senior management 
are responsible for managing risks related to relationships with 
technology service providers”

❖ “Effective contracts are an important risk management tool…”
❖ Need language to address vendor’s business continuity plan

❖ Need language to address vendor’s incident response plan
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SCOPE

Meaning: What does the vendor provide in service, support and 
software?

Issues to Look for: Could someone who has never seen the solution (a 
regulator) understand the purpose of the agreement 
by only reading the agreement?

Mitigation: Need details to describe why you have this service, 
software, and/or support.



SECURITY INCIDENTS

Meaning: How does the vendor handle security incidents?

Issues to Look for: Preventative measures to prevent unauthorized 
access. 

Notice provisions for incidents.

Plan for handling breaches.

Mitigation: Form details of what your organization will want 
and have predefined language drafted to add to 
agreements.



RETAINING INFORMATION – IT SECURITY

Meaning: Who owns the data? Where is it hosted? What 
levels of security are in place? Who tests the 
security?

Issues to Look for: Ownership of the data is key. Should have 
provisions regarding IT security. If there is a 
dispute or issue, how does the bank continue to 
deliver service to the customer?

Mitigation: Details of IT security and details that the bank 
owns their data.



BUSINESS RESUMPTION 
– CONTINGENCY PLANNING – RESILIENCE

Meaning: The disaster recovery plan and test of the plan for 
the vendor.

Issues to Look for: How often are they required by contract to test 
their plan? How fast can they be back up and 
running?

Mitigation: Details should coincide with how critical the 
vendor is to the bank.



COMPLIANCE WITH LAWS

Meaning: Vendor must comply with particular statutes be 
subject to regulatory reviews, and provide data for 
compliance.

Issues to Look for: Does your state have specific rules that require 
more? (CA and Mass. have additional privacy laws)

Mitigation: Look for specific language that meets the criteria.



RIGHT TO AUDIT

Meaning: Right to review the internal operations of the 
vendor

Issues to Look for: What level of notice is required? What is the bank 
allowed to see? Who gets to perform the audit?

Mitigation: Add provisions that require data to be shared to 
prove cybersecurity measures are in place?



CONFIDENTIALITY

Meaning: Do the parties have to keep information just 
between the parties to the contract?

Typically, will include GLBA compliance language if 
client data is involved or could be involved. 

Issues to Look for: How do the provisions protect the bank, not just 
the vendor?

Mitigation: Use form language that is in every agreement.



SUBCONTRACTING - ASSIGNMENT

Meaning: Can the vendor transfer their rights and 
responsibilities to a third party?

Issues to Look for: If agreement is silent, then it is assignable.

If critical vendor, may have additional vendors to 
review because of outsourcing.

Mitigation: Should require notice and consent of bank prior to 
assignment



CONTACT INFORMATION

888-370-5552 x7379

michael.berman@ncontracts.com

www.ncontracts.com

michael.berman@ncontracts.com
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