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Today’s Agenda
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1. The role of Committees, Working 

Groups and the Board of Directors

2. Remediation Efforts 

3. Board Member Communication 

Methods 

4. Type and Reporting Frequency
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Corporate Governance
The Role of Senior Management and the Board of Directors



Corporate Governance
1. Primary Risks of Corporate and Risk Governance

2. AML Compliance Program Framework

3. Board of Directors’ Role, Composition, Qualifications and Responsibilities

4. Board and Management’s Role in Planning

5. Approach to Risk Management

6. Risk Governance Framework
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Primary Risks of Corporate 
and Risk Governance

Strategic Risk Reputation Risk Compliance Risk Operational Risk

Failure to establish an 
appropriate strategic 
direction and 
governing principles

Failure to establish 
a responsibly sound 
corporate and risk 
culture

Failure to establish a 
sound compliance 
program that includes a 
BSA program in order 
to meet record-keeping 
and reporting 
requirements

Failure to establish a 
system of sound 
internal governance 
through internal 
controls and an 
independent
assurance function to 
test internal controls

Could result in missed 
business 
opportunities, losses, 
civil money penalties 
(CMP), and unsafe or 
unsound bank 
operations that could 
lead to enforcement 
actions or inadequate 
capital

Could result in loss 
of competitive edge 
and missed business 
opportunities

Could result in 
increased legal 
ramifications, potential 
CMP’s, customer 
reimbursements, and 
other enforcement 
actions

Could result in 
significant fraud, 
defalcation, and other 
operational losses
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AML Compliance Program Framework

BSA/AML/OFAC

* Empowered with authority and autonomy to implement AML program * 

Senior Management

Implementation of policies and procedures * Allocation of resources * Separate revenue 
from compliance * Visible Commitment to Compliance

Board of Directors 

Responsible for internal control structure * Sets risk tolerance * 

Visible Commitment to Compliance

Internal Controls Independent Testing BSA Officer Training
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Board of Directors’ Role, Composition, 
Qualifications and Responsibilities

Role Composition Qualifications

• Provide organizational 
leadership

• Set the tone for organizational 
compliance

• Establish the strategic direction 
of the organization

• Accountability to shareholders 
and other stakeholders

• Well diversified mix of “inside” 
and “outside” directors in order 
to promote arms-length 
oversight

• Independent Board leadership 
structure

• Outside advisors and advisory
directors

• Exercise independent judgment and provide 
credible challenge to management’s decisions 
and assertions

• Have relevant knowledge of the banking 
industry

• Accept fiduciary duties and obligations
• Regularly attend board and committee 

meetings
• Have knowledge of the communities that the 

bank serves

Responsibilities

Oversight Compliance Training/Documentation

• Establish an appropriate corporate 
culture

• Select, retain, and oversee
management and delegate 
responsibilities accordingly

• Establish the framework for risk 
management that reinforces the Bank’s 
risk culture and risk appetite

• Oversee the financial performance and 
risk reporting

• Establish and maintain and appropriate 
board structure (i.e., committees)

• Serve the community credit needs

• Establish the bank’s risk 
governance framework 
that ensures compliance 
with BSA/AML regulation

• Comply with fiduciary
duties

- Duty of Care 
- Duty of Loyalty

• Ensure that succession planning is 
considered for key senior management 
employees

• Ensure appropriate resources are available
• Promote process improvements
• Practice due diligence and maintain 

documentation of such due diligence in 
order to facilitate engagements with bank 
examiners and remain in compliance with 
laws and regulations (e.g. meeting minutes)



Board and Management’s Role in Planning

• Strategic plan should be for a three-to-five year period

• Should be linked to the bank’s risk management and capital planning processes

• Should be consistent with the risk appetite, liquidity requirements, as well as the 

bank’s capital base

• Should include consideration of new products and services

Strategic Planning  - Board-approved dynamic strategic plan should:

Assess our Current Position Understand the strengths and weaknesses within 
the organization, as well as recognize external 
opportunities and threats including regulatory, 
economic, competitive, and technological matters

Determine Goal to be Achieve Establish or confirm the bank’s missions, goals, 
and objectives

Develop a Plan to Achieve Goal Design and implement the strategic plan in order 
to achieve the bank’s missions, goals, and 
objectives

Determine How to Measure Progress Periodic progress report or scorecard should 
indicate if objectives are being met or if further 
changes are necessary

8



Board and Management’s Role in Planning

Capital Planning

• Forward-looking plan to ensure capital adequacy

• Consider short- and long-term capital needs over at least a three year period

• Stress testing
• Required for banks with total assets greater than $10 billion (per Dodd-Frank Wall Street 

Reform and Consumer Protection Act of 2010)

Operational Planning

• Budgeting, Annual Staffing, Marketing, Liquidity, Contingency Plans

Disaster Recovery and Business Continuity Planning

• Forecast how departure from a business routine caused by a operational loss could 
affect customer services or bank resources

Information Technology and Security

• Oversee the development, implementation, and maintenance of a 
comprehensive, written information security program on at least an annual 
basis
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Approach to Risk Management

Apply the principles of sound 
corporate governance to the 
identification, measurement, 
monitoring, and controlling 

of risks

Assess key components 
including risk culture, risk 

appetite, and the bank’s risk 
management system

Enterprise Risk Management

• Identify, assess, evaluate, 
and manage the 
interrelationship of the 
bank’s risks and the 
potential impact on its 
earnings capital, and 
strategic objectives at an 
enterprise-wide level
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Risk Governance

Risk Governance Framework

Risk Culture

• Shared values, attitudes, 
competencies, and 
behaviors throughout the 
bank that shape and 
influence governance 
practices and risk 
decisions

Risk Appetite

• Aggregate level and 
types of risk that the 
Bank is willing to 
assume in order to 
achieve the Bank’s 
goals, objectives, and 
operating plan, 
consistent with 
applicable capital, 
liquidity, and other 
requirements

Risk Management 
System

• Comprises the Bank’s 
policies, processes, 
personnel, and control 
systems

• Identify, measure, 
monitor, and control risks
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Risk Governance Framework

Source: Comptroller's Handbook: Corporate and Risk Governance [Corporate and Risk Governance]. (2016, July). Retrieved August, 
29, 2016 from http://www.occ.treas.gov/publications/publications-by-type/comptrollers-handbook/pub-ch-crg.pdf, pg.43
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Risk Governance

Risk Assessment Process

• Address emerging risks at an early stage

• Allow for development and implementation of appropriate strategies to mitigate 
risks before they adversely affect the Bank’s financial condition

Compliance Management Program

• BSA/AML compliance program required by BSA to fulfill the Bank’s record-keeping 
and reporting requirements and to confirm the identity of bank customers

Audit Program

• Internal Audit – provides assurance regarding the effectiveness of internal controls 
over risk management, financial reporting, MIS, and governance practices.

• External Audit – provides assurance regarding the effectiveness of internal controls 
over the financial statements of the Bank

Accountability to Shareholders and Other Stakeholders
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Risk Governance Framework

Additional 
Responsibilities 
of Management

Ensure Control 
Functions Are 
Effective

Quality Control

Quality Assurance

Maintain 
Management 
Information 
Systems (MIS)

Five Elements of MIS: Timeliness

Accuracy

Consistency

Completeness

Relevance

Manage Third-
Party Relationship 
Risks

Adopt a third-party 
risk management 
process that includes: 

Planning

Due Diligence

Contract Negotiation

Ongoing Monitoring

Termination

Ensure an 
Appropriate 
Insurance Program 
is Present

Identify risks to be retained 
versus risk to be transferred

Major types of 
insurance coverage 
available to banks

Indemnification Agreements, Directors’ 
and Officers’ (D&O) Liability Insurance, 
Fidelity Bond, Bank-Owned Life 
Insurance, Other Specialized Bank 
Insurance
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Culture of Compliance
Evaluation of the Your Bank’s Current Compliance Environment

FinCEN Culture of Compliance Advisory (FIN 2014-A007)

• Leadership actively supports and understands compliance efforts

• Revenue interests don’t compromise efforts to manage and mitigate 

BSA/AML deficiencies and risks

• Other departments within the organization share relevant information 

with compliance staff to further BSA/AML efforts

• The institution devotes adequate resources to its compliance function;

• The compliance program is effective by, among other things, enlisting an 

independent and competent party to evaluate it

• Leadership and staff understand the purpose of its BSA/AML efforts and 

law enforcement’s use of the reports
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Board Oversight

Article II – BSA/AML Internal Controller Board Oversight – Not in Compliance 
(Pending Validation )

This Article requires Board oversight of the BSA/AML Compliance Program to include 
specific actions as outline in the Article. Such actions include, but are not limited to 
establishing a Compliance Committee, filling the position of BSA Project Manager, 
ensuring clear lines of authority and responsibility for BSA/AML compliance, ensuring 
adequate BSA staffing with appropriate qualification and skill levels, and ensuring 
accountability of senior management and line of business management. 
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Board Oversight

Corporate Governance: Weak Culture of Compliance 

Concerns: The OCC identified the following Enterprise Governance and Operations 
concerns that relate to Enterprise-Wide Governance. The OCC originally reported 
these concerns in the January 2017 Report an escalated them into Article VIII of the 
SSP dated June 29, 2015. 

Status Update:

• Board of Management Oversight – Escalated
• Internal Controls – Escalated 
• Staffing and Training – Escalated 
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Culture of Compliance

How do you demonstrate a Strong Culture of Compliance:

• Demonstrative Culture of Compliance

• Tone at the Top

• No one is above Compliance

• Development of Measurable Compliance

Article VIII: Weak Culture of Compliance 

In May 2017, the Bank created and implemented the RFI tool to track quality and timing 
of the account officer responses to BSA RFIs. The Visitation considered the early results 
of the RFI tool, although the Bank was continuing to tune and validate the tool’s 
functionality. As such, the recent results for this tool during the months of August, 
September and October were 12.02%, 13.70% and 11.88%, respectively. The marked 
improvement in such a short period of time demonstrates the continued strengthening 
of the Bank’s overall culture of compliance. Additionally, even if the overall “officer 
error” rate is satisfactory, individual officer or division error rates are being reviewed and 
the appropriate actions will be taken.  



19

Measuring Risk
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Key Metrics

Measurement of Four Key Areas for risk:• Key metrics are the cornerstone of 

effective risk management.  They 

are critical predictors of unfavorable 

events that can adversely impact an 

organization – in short, they are 

warning signs

Risk assessment

• Provides defensible indicators of risk

• Demonstrates health of processes 

• Identify and prioritize short-term and 
longer term goals (risk-based)

• Products

• Services

• Geographies

• Customers
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Key Metrics (continued)
Staffing Analysis

Description

Alerts per 

AML Unit

Cases per 

AML Unit

High Risk 

Reviews CTRs

KYC 

Reviews

OFAC 

Alerts

Alerts per 

AML Unit

Cases per 

AML Unit

High Risk 

Reviews CTRs

KYC 

Reviews

OFAC 

Alerts

Actual Numbers 13,048      10,206       1,602         12,386      32,636   33,446      13,197       7,695         1,901        12,972      32,141   76,738      

Number of BSA/AML Personnel 14.00        14.00         11.00         1.00         9.00       2.00         17.50        17.50         14.50        4.00         9.50       4.00         

Per BSA/AML Personnel 932.00      729.00       145.64       12,386.00 3,626.22 16,723.00 754.11      439.71       131.10      3,243.00   3,383.26 19,184.50 

Per BSA/AML Personnel/Month 77.67        60.75         12.14         1,032.17   302.19   1,393.58   62.84        36.64         10.93        270.25     281.94   1,598.71   

Per BSA/AML Personnel/Day 3.53         2.76           0.55          46.92       13.74     63.34       2.86          1.67           0.50          12.28       12.82     72.67       

Avg Alert/Case per Hour/Person 0.44         0.35           0.07          5.86         1.72       7.92         0.36          0.21           0.06          1.54         1.60       9.08         

Description

Alerts per 

AML Unit

Cases per 

AML Unit

High Risk 

Reviews CTRs

KYC 

Reviews

OFAC 

Alerts

Alerts per 

AML Unit

Cases per 

AML Unit

High Risk 

Reviews CTRs

KYC 

Reviews

OFAC 

Alerts

Estimated Numbers based on an Increase/Decrease 11,877      6,926         1,711         11,675      28,927   69,064      14,517       8,465         2,091        14,269      35,355   84,412      

Min 2018/2019 per Hour/Person 0.36         0.21           0.07          5.86         1.60       9.08         0.36          0.21           0.07          5.86         1.60       9.08         

Max 2018/2019 per Hour/Person 0.44         0.35           0.06          1.54         1.72       7.92         0.44          0.35           0.06          1.54         1.72       7.92         

Avg 2018/2019 per Hour/Person 0.40         0.28           0.07          3.70         1.66       8.50         0.40          0.28           0.07          3.70         1.66       8.50         

Est. Number of BSA/AML Personnel (@ Min 2018/2019) 15.75        15.75         11.75         0.94         8.55       3.60         19.25        19.25         14.36        1.15         10.45     4.40         

Est. Number of BSA/AML Personnel (@ Max 2018/2019) 12.74        9.50           13.05         3.60         7.98       4.13         15.58        11.61         15.95        4.40         9.75       5.05         

Est. Number of BSA/AML Personnel (@ Avg 2018/2019) 14.09        11.85         12.36         1.49         8.25       3.85         17.22        14.49         15.11        1.83         10.09     4.70         

Estimated Impact on Head Count AML Unit AML Unit

High Risk 

Unit CTRs

KYC 

Reviews

OFAC 

Alerts AML Unit AML Unit

High Risk 

Unit CTRs

KYC 

Reviews

OFAC 

Alerts

@ Minimum (1.75) (1.75) (2.75) (3.06) (0.95) (0.40) 1.75 1.75 (0.14) (2.85) 0.95 0.40

@ Maximum (4.76) (8.00) (1.45) (0.40) (1.52) 0.13 (1.92) (5.89) 1.45 0.40 0.25 1.05

@ Average (3.41) (5.65) (2.14) (2.51) (1.25) (0.15) (0.28) (3.01) 0.61 (2.17) 0.59 0.70

10% Decrease from 2019 10% Increase from 2019

10% Decrease from 2019 10% Increase from 2019



22

Communication



Managing Communications - Senior Management and 
Board of Directors

• Establish open communication with relevant Board committees/Board of 

Directors

• Address recent enforcement actions, emerging trends, your bank’s current 

environment and gaps and mitigants

• When an examination results in unfavorable findings, present the facts and 

action plan or ask for assistance when informing members of Senior 

Management and related BSA/AML/OFAC Committees 

• Discuss what issues were identified by the examination

• Consider setting up a task force to respond to any regulatory action

- Matters Requiring Immediate Attention or Matters Requiring Attention

- Consent Order or Cease and Desist Orders

- Hold regularly scheduled meetings on remediation efforts
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Reporting
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What Type of Information Should be Presented 

Board of Directors Packages

• Current Status of the BSA/AML/OFAC 
Program

• High Risk customers - Number, Type, 
Location

• SARs and CTRs - Number, Type, Aging, 
Amended

• Alert/Case volumes including aging and 
productivity

• OFAC false positives/rejects/blocks

• International funds transfer volume 
including top customers

• BSA/AML/OFAC Training 
Program

• Staffing Levels and related 
Turnover

• Results of Recent Audits and/or 
Examinations

• Status of remediation efforts

• Upcoming BSA/AML/OFAC 
Initiatives

• Current BSA/AML/OFAC Trends

• What’s coming and how is the 
Bank preparing?



Enforcement Actions
What’s do Board of Directors Need to Know
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Common Themes in Enforcement Actions

Area Issues

Risk Assessment / 
Customer Risk Rating

• Inadequate policies, procedures and/or methodology for assigning 
customer risk ratings
•Customer Risk Assessment is not sound or tuned to the risk profile

Suspicious Activity 
Monitoring 

• Information gaps
• Lack of rule tuning methodology or use of default parameters
•Staff inadequately trained in alert clearing and reporting of suspicious 

activity

Suspicious Activity 
Reporting

• Failure to report identified suspicious activity
• Inadequately trained staff in how to document basis for conclusions

Staffing
• Insufficient staffing and resources
• Inadequately trained staff and budget for staff trainings

Audit
• Lack of comprehensive scope
• Inadequate assessment of risks
• Lack of independence and qualifications

Governance / Culture
•Senior management support not demonstrable
• Insufficient resources allocated to BSA/AML/OFAC activities

27
27



28

Enforcement Action GAP Analysis

• Increase in enforcement actions can involve criminal and 

civil penalties to your institution or you could be held 

personally liable

• It is critical to read and analyze each enforcement action

• Document each issue and compare your institution’s 

controls to the enforcement action issues. This enables you 

to determine any gaps you may have and/or enhancements 

to your controls

• This should not be a one-time exercise, but an exercise 

performed with every new enforcement action.  Revisit 

your previous analysis periodically, such as during the 

annual BSA/AML and OFAC risk assessment

• Share results with the Board, Senior Management, the 

BSA/AML/OFAC Oversight Committee, or any other 

BSA/AML/OFAC-related committee, and your regulators



Enforcement Action Gap Analysis Example

Issue Current Environment Audit/Regulatory Issues Enhancements Impact

Number of 
alerts 

generated by 
the monitoring 
system limited 

(i.e. capped)

• Monthly alert volume Key Performance Indicators
(KPI) reported to BSA team management and
BSA/AML Committee members. Working Group
created in 2015 responsible for reviewing and
approving rule change recommendations and
ongoing monitoring of rule performance

• System allows for limiting the number of alerts
generated by a rule. System changes, such as
limiting the number of alerts, can only be performed
by Administrators. Dual control and ongoing
monitoring of rule changes performed by individuals
other than the Administrators is in place

• No issues or enhancements noted
by Internal Audit or the Regulators
of our current process

• Monthly KPIs do not break out each individual rules
alert volumes. Recommend developing a monthly
KPI deck that breaks out the individual rule alert
volumes to indicate

• Recommend determining if it is possible to remove
the systematic ability of the Administrators to limit
the number of alerts generated

• During the rule tuning process, recommend adding
a step to the process to confirm that the option of
limit the number of alerts has not been turned on

High

Lack of 
comprehensive 

and effective 
Risk 

Assessments

• Inherent Risk section covers customers,
products/services, transactions, and geographic risk

• Control section covers Governance/Policy, Customer
Information Program (e.g., CDD, EDD, etc.),
Training, and Suspicious Activity Monitoring

• All Inherent Risk and Control sections broken out by
Line of Business/Subsidiary

• Minor enhancements (Low-risk)
noted during the most recent
Internal Audit

• Risk Assessment MRA issued in
2014 was closed in 2016

• Enhance the risk assessment to breakout separate
Inherent Risk sections covering Strategy and
Miscellaneous inherent risk factors such as SARs,
Training, CTRs, and Information Sharing (314a and
314b)

• Enhance the Control section to breakout Exams,
Audits, and Other Reviews (i.e. Quality Assurance
and Control testing) from the Governance/Policy
section

Moderate

Inadequate 
independent 

testing/audit of 
BSA/AML

• The BSA Audit is conducted by the Internal Audit
team. The scope and staff have been significantly
expanded since 2014

• Third-parties have not been involved in the BSA
Audit process since 2014

• No outstanding Regulatory issues
involving the BSA Audit process or
scope

• Recent Audits and Exams noted a
Strong BSA Audit program

• Regulatory recommendation to
occasionally outsource all or a
portion of the BSA Audit

• No Internal Audit team members are CAMS
certified. Recommend that key Internal Audit
team members become CAMS certified

• Recommend occasionally (i.e. every X years)
outsourcing all or part of the annual BSA Audit to a
3rd Party firm

Moderate

Ineffective or 
inadequate 

training for the 
appropriate 
personnel

• The BSA team hired a trainer to further develop and
enhance the BSA and OFAC training program in 2016

• Significant enhancements have been made to
BSA/AML and OFAC training across the Enterprise
and within the BSA team such as an increased
number of in-person trainings, cross-training BSA
team members, certification opportunities for team
members in and outside of the BSA team, etc.

• No issues noted by Internal Audit
or the Regulators

• Recent Audits and Exams noted a
Strong training program

• No recommended enhancements at this time

Low
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Identify Red Flags and Take Action

• Lack of understanding the financial institution’s changing risk profile 
or addition of new high-risk customers and/or product types

• Accelerated growth organically or through an acquisition or merger

• Particular regulatory focus on customer or subset of customers

- i.e. MSBs, medical marijuana, cryptocurrency  

• Failure to remediate prior audit and/or report of examination 
findings

30



Key Takeaways
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• Implement a culture of strong management reporting

- Understand risk is not just a threat, it is a business opportunity as well;

- Consider the use of a risk scorecard

• Understanding  Key Metrics is a Process

- Put Key Risk Indicators into proper business context

- Align KRI’s with risk management strategy

• Develop the appropriate Reporting Packages

- Focus on relevant and timely information for your BOD and Senior Management

to be able to make informed decisions
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Kaufman Rossin Risk Advisory Services

Jason Chorlins, CPA, CFE, CAMS, CITP

Principal, Banking Practice Leader

Kaufman Rossin

2699 South Bayshore Drive, Suite 300

305.857.6744 |  jchorlins@kaufmanrossin.com
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Who We Are

• One of the top CPA and advisory firms in the United States

• Based in South Florida, serving clients in all 50 states, and more than 60 countries

• Advising businesses and their owners for more than 55 years

• Top-tier technical skills, quality control practices and technologies

• Notable areas of specialty include: domestic and international taxes, manufacturing and

distribution, real estate, alternative investments, and forensic/advisory services

• Members of the American Institute of Certified Public Accountants’ Center for Audit Quality

• Registered with and subject to inspection by the Public Company Accounting Oversight Board

• The world’s largest alliance of independent accounting firms in the world

• More than 700 member offices across more than 100 countries

• Access to the expertise of more than 3,690 partners worldwide

• Perennial winner of South Florida Business Journal “Best Place to Work” Surveys

• Recognized as “Best Accounting Firm to Work For” in the United States for several years

• Low turnover rate and nearly 400 employees

• Kaufman Rossin University offers more than 600 professional development courses per year
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About Kaufman Rossin
Kaufman Rossin has represented Florida businesses for more than 55 years and serves international clients in dozens of 
countries. The CPA and advisory firm is one of the largest in the U.S., providing traditional accounting, audit and tax services, 
as well as business, risk and forensic advisory services. The firm has won significant awards, including repeat honors as the
Best Accounting Firm to Work For among large firms nationwide and locally. With more than 400 team members, the firm 
prides itself on offering the resources of a powerhouse, personally delivered. 


