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“To assure that BSA/AML compliance programs are reasonably designed to meet 

BSA regulatory requirements, banks structure their compliance programs to be 

risk-based. While not a specific legal requirement, a well-developed BSA/AML 

risk assessment assists the bank in identifying ML/TF and other illicit financial 

activity risks and in developing appropriate internal controls (i.e., policies, 

procedures, and processes). Understanding its risk profile enables the bank to 

better apply appropriate risk management processes to the BSA/AML 

compliance program to mitigate and manage risk and comply with BSA

regulatory requirements. The BSA/AML risk assessment process also enables the 

bank to better identify and mitigate any gaps in controls. The BSA/AML risk 

assessment should provide a comprehensive analysis of the bank’s ML/TF and 

other illicit financial activity risks. Documenting the BSA/AML risk assessment in 

writing is a sound practice to effectively communicate ML/TF and other illicit 

financial activity risks to appropriate bank personnel. The BSA/AML risk 

assessment should be provided to all business lines across the bank, the board of 

directors, management, and appropriate staff.”

FFEIC 
BSA/AML Examination 
Manual

2/27/2015 V.2
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Risk Assessments are the foundation 
of a sound BSA/AML & Sanctions 

compliance program.
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OCC FY 2021 Examination Priorities
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Supervision Priorities

Bank Secrecy Act/anti-money laundering (BSA/AML) compliance, ensuring the 

effectiveness of BSA/AML risk management systems relative to the complexity and risks 

associated with business models and products, evaluating technology and modeling 

solutions to perform or enhance BSA/AML oversight functions, and determining the 

adequacy of suspicious activity monitoring and reporting systems and processes.

Payment systems products and services, currently offered or planned, focusing on new or 

novel products, services, or channels for wholesale and retail customer relationships. 

Examiners should consider potential risks including operational, compliance, strategic 

and reputation and how these risks are incorporated into institution-wide risk 

assessments and new product review processes.



Key concepts for 
BSA/AML & 
Sanctions risk 
assessments
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• A tool that allows a business to identify and assess the extent to 

which it may be exposed to risks. 

• In global banking, risk assessments form the foundation of a 

sound sanctions compliance program. 

• The key purpose of a risk assessment is to drive improvements in 

financial crime risk management by identifying the general and 

specific sanctions risks a financial institution is facing; the ways in 

which these risks are mitigated by a firm’s sanctions compliance 

program controls; and any additional controls to mitigate the 

residual risk that remains for the institution. 

• A well-planned and well-formulated risk assessment allows a 

business to understand its risk profile and then determine its risk 

appetite for undertaking business in situations in which there 

could be an elevated BSA/AML or sanctions risk.

What is a Risk Assessment?
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• Forms the foundation of an effective BSA/AML & 

Sanctions Compliance Program

• Assists in understanding the institution’s risk profile

• Helps a business determine its risk appetite, or the 

amount of risk that a firm is willing to accept in pursuit 

of value or opportunity

• Assists in developing the BSA/AML & Sanctions 

Compliance Program as it relates to account opening 

and customer due diligence requirements, employee 

training, internal audit and internal controls to comply 

with SAR and sanctions reporting requirements.

Measures risk in four areas: 

Customers

Products/Services

Geographies

Delivery Channels

What is the purpose of a risk 
assessment?
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=

Risk Assessment Formula

Inherent risk
- Control effectiveness

Residual risk



Inherent Risks
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• Inherent risk is the level of risk that exists before controls 
are applied to mitigate them. 

• There are four main inherent risk categories:

⁻ Customers

⁻ Products and services

⁻ Geographies

⁻ Delivery Channels

• Inherent risk is often the starting point of a risk assessment 
and considers the likelihood and impact (severity) of 
noncompliance prior to considering any mitigating effects 
of risk management processes.

• If there is a high probability that a violation will occur, and if 
the impact of the violation is high, the inherent risk is high.



Customers
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• Customer risk refers to the types of customers 
whose characteristics could expose your business 
to a lesser or greater degree to BSA/AML & 
sanctions compliance risks. The key element is the 
extent to which the identity of a customer—and in 
the case of a legal entity such as a company, its 
beneficial owners and controllers—can be 
confirmed.

• This aspect of inherent risk also includes the ease 
with which the financial institution can identify the 
nature of a customer’s business, the goods and 
services it provides, and the jurisdictions in which it 
undertakes that business.

• Sanctions evasion can be facilitated when 
customers conceal their identity or activities, use 
complex legal entities with several different 
companies, and use shell companies or bearer 
shares. These characteristics can increase the 
inherent sanctions risks to the business.
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• Products and services refers to the extent to which a bank’s product or service could 
be used by the customer in a way that exposes the bank to a lesser or greater 
degree of sanctions compliance risks.

• The inherent risks of products and services generally increase with international and 
cross-border features.

• The level of products and services risk can be elevated when product ownership is 
transferred without the knowledge of the financial institution. For example, pre-
paid cards are versatile and allow users to reload them remotely.

• Virtual currencies also pose a sanctions risk. Cryptocurrency is associated with 
anonymity and the encryption or lack of end-user information, such as the 
originator and beneficiary of a transaction.

• Internet-based products and services also can pose a higher risk because of the 
speed of payment processing and the anonymity provided in accessing an account. 
In addition, services such as trade financing can involve prohibited or “dual-use 
goods” and can increase a customer’s risk.

Products and Services



Countries
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• Country risk can seem complex to assess.

• Country risk requires careful consideration 
beyond whether a country is the subject of 
sanctions restrictions and beyond the 
country’s AML risk, which often is factored 
in as a component of sanctions risk.

• The country risk component of the risk 
assessment should include an assessment of 
the country risk for those third countries in 
which the customers’ counterparties are 
located. This element of the risk assessment 
is generally linked to the value and volume 
of transactions to any one country.



Delivery Channels
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• Delivery channels are the ways in which products 
and services are provided by a firm to its 
customer (also referred to as servicing methods 
and distribution channels).

• Delivery methods without face-to-face 
onboarding, such as internet banking and money 
services businesses, are also considered to pose a 
higher inherent risk.

• A delivery channel that processes payments 
quickly is a higher risk, because there is less time 
for potential investigation. As an example, 
traditional international wire transfer versus an 
international automated clearing house (ACH) 
payment. The ACH payment is a higher risk due 
to the speed of the delivery channel.



15

• After assessing inherent risks, businesses must 
identify the controls they have in place to mitigate or 
reduce inherent risks. Control effectiveness (also 
referred to as mitigation measures or quality of risk 
management) is the measurement of the quality of 
controls used to mitigate a business’s inherent risks. 

• The following is a list of the controls used within a 
BSA/AML and sanctions compliance program:

⁻ Governance
⁻ Policies and procedures
⁻ Know your customer/due diligence (including 

beneficial ownership
⁻ Management Information Systems (MIS)
⁻ Recordkeeping and retention
⁻ Sanctions blocks/rejections
⁻ Transaction monitoring
⁻ Training and awareness
⁻ Independent testing

Control Effectiveness



Residual Risk
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• At this stage in the assessment process, the institution can identify which areas of 
business are considered high risk after establishing control effectiveness. A business 
has four options for managing the remaining, or residual, risks:

1. It can transfer risk.  

a) If a firm assigns responsibility to a vendor or another third party, the firm 
must ensure the vendor is qualified and has effective controls. However, a 
firm cannot transfer accountability for BSA/AML or sanctions compliance 
to someone else.

2. It can avoid the risk. 

a) If the level of risk exceeds its risk appetite, the firm may decide to 
discontinue or fail to pursue a given line of products or decide not to accept 
business relationships with certain customers.

3. It can seek to further mitigate the risk by:

a) Decreasing “fuzzy logic” or SAM system monitoring scenarios;
b) Increasing monitoring;
c) Adopting other controls; and/or,
d) Strengthening existing controls to manage the risk.

4. It can accept the risk.



Best Risk Assessment Practices

17

• Conduct a risk assessment that is suited to the business’ size and 
complexity.

• Account for customers’ directors and beneficial owners.

• Record the methodology and procedures used.

• Validate the accuracy of the data used to perform the risk 
assessment.

• Use the same methodology for each risk assessment.

• Perform the risk assessment annually, but not to exceed every 18 
months.
➢ Risk assessments should be performed more frequently in 

the instance of mergers and acquisitions (particularly in 
scenarios involving non–US companies or corporations) or 
when there are significant changes to the business model.

• Conduct risk assessments on each assessment unit (Line of 
business) with all businesses contributing to the overall risk 
assessment for the larger financial institution. 

• Use a mixture of both qualitative and quantitative analysis.



Performing a Risk Assessment—a 5-step process
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HIGHER RISK PRODUCTS & SERVICES

STEP 1: “Quantification” of Risk

• Identify and measure specific risk 

categories

• The “what and how many” phase

• The numbers and dollars of products, 

services customers and geographies

• Electronic funds payment services

• Electronic banking

• Trust & asset management services

• Monetary instruments

• Foreign correspondent accounts

• Trade finance

• Services provided to third-party payment 
processors or senders

• Foreign exchange

• Special use or concentration accounts

• Lending activities

• Professional service providers



20

HIGHER RISK CUSTOMERS

STEP 1: “Quantification” of Risk (cont’d.)

• Foreign financial institutions, including banks 
and money-service providers

• Non-bank financial institutions

• Senior foreign political figures, their immediate 
family members and close associates (PEPs) to 
include consulates and embassies

• Non-resident aliens (NRAs) and accounts of 
foreign persons

• Foreign corporations and domestic business 
entities, particularly offshore corporations 
located in higher-risk jurisdictions

• Deposit brokers (particularly foreign deposit 
brokers

• Cash-intensive businesses

• Non-governmental organizations and charities

• Professional service providers

• Identify and measure specific risk 

categories

• The “what and how many” phase

• The numbers and dollars of products, 

services customers and geographies
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CUSTOMERS AND BRANCHES IN:

STEP 1: “Quantification” of Risk (cont’d.)

• Higher-risk geographies both domestic 

and foreign

• HIDTA

• HIFCA

• Foreign jurisdictions in which the institution or 

their customers transact

⁻ OFAC & Sanctioned Countries

⁻ 311 Countries

⁻ FATF Countries

⁻ Countries designated of primary concern 

by INCSR

⁻ Offshore Financial Centers

⁻ Those countries that the institution 

identifies as higher-risk because of 

experience or other factors 



STEP 2: “Qualification” of Risk
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• A detailed analysis of “who and why” are conducting transactions.

⁻ More detailed analysis of the data obtained during Step 1 to more accurately measure BSA/AML 

risk.

✓ Further stratifying or quantifying higher risk categories of products, services, customers and 

geographies.

✓ Conduct detailed analysis and obtain additional pieces of information regarding the activity 

of the transaction(s) or customer(s) to determine the extent of the risk inherent in each 

category of product, service, customer, service, customer and geography.

⁻ Leveraging CIP & KYC/CDD data to identify who is using higher risk products and services.

✓ This detailed analysis is important because within any type of product or category of 

customer there will be account holders that pose varying levels of risk.

⁻ This step is important as it provides management with a better understanding of the institution’s 

risk profile in order to develop appropriate policies, procedures and processes to manage overall 

BSA risk.



STEP 3: Evaluation of the Control Environment
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1. Identify each of the following types of controls.

• Directive (e.g., Policies and 
Procedures)

• Detective (e.g., Automated and 
Manual SAM Systems)

• Preventative (e.g., Training)

2. Render an opinion as to the efficacy of the 
controls (Very Strong, Strong, Adequate, 
Marginally Adequate, Weak or Non-existent).

• The efficacy of an individual control 
may be determined through:

⁻ Independent testing, or;

⁻ Leveraging previous audit and 

QA/QC reports and regulatory 

examinations.

(Risk Mitigants)



Policies & 
Procedures 
The Expectations

• Policies and procedures should be designed to identify, interdict, 
escalate, report (as appropriate), and maintain records.

• Policies should:

⁻ Be clear and simple high-level statements that are uniform 
across the entire organization;

⁻ Define roles and responsibilities.
⁻ Approved by executive management of the board of directors;
⁻ Reflect the high-level responsibilities of the stakeholders 

throughout the organization; and,
⁻ Establish minimum standards and requirements that must be 

met.

• Procedures should:

⁻ Translate the compliance policies into an acceptable and 
workable practice, tasking stakeholders with their respective 
responsibilities;

⁻ May be established at the operational (not executive) level of the 
financial institution;

⁻ Serve as instructions for how an institution expects something to 
be done;

⁻ Much more detailed than policies; and,
⁻ Reviewed and updated regularly.
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STEP 4: Calculation of Residual Risk 

• Inherent Risk describes the risk associated with a 

specific risk category absent any controls (Very High, 

High, Moderate, Low, Very Low).

•The efficacy of a control environment (Very Strong, 

Strong, Adequate, Marginally Adequate, Weak or Non-

existent).

• Residual Risk is the risk which remains after 

mitigation factors are applied, a simple process of 

addition or subtraction (Very High, High, Moderate, 

Low, Very Low).

⁻ Calculations of residual risk will typically 

involve use of arithmetic formulas or 

predict a “likeliness or impact of an 

occurrence” (probability).

Inherent risk
Efficacy of control 

- environment

Residual risk
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STEP 5: Determining the Direction of Risk 

How is the institution’s residual risk 

trending taking into account future 

internal/external influences?

• Business expansion plans

• Upcoming changes to the 

regulatory environment

• Developments in the control 

environment

• Outstanding regulatory issues

INDICATED BY: 

D
ecreasin

g

In
creasin

g

Stable



Questions?

Questions?
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Jason Chorlins, CPA, CFE, CAMS, CITP
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• One of the top CPA and advisory firms in the United States

• Based in South Florida, serving clients in all 50 states, and more than 60 countries

• Advising businesses and their owners for more than 58 years

• Top-tier technical skills, quality control practices and technologies

• Notable areas of specialty include domestic and international taxes, manufacturing and

distribution, real estate, alternative investments, and forensic/advisory services

• Members of the American Institute of Certified Public Accountants’ Center for Audit Quality

• Registered with and subject to inspection by the Public Company Accounting Oversight

Board

• The world’s largest alliance of independent accounting firms in the world

• More than 700 member offices across more than 100 countries

• Access to the expertise of more than 3,690 partners worldwide

• Perennial winner of South Florida Business Journal “Best Place to Work” Surveys

• Recognized as “Best Accounting Firm to Work For” in the United States for several years

• Low turnover rate and more than 400 employees

• Kaufman Rossin University offers more than 600 professional development courses per year

Kaufman Rossin – Who we are
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Thank you!
Kaufman Rossin has represented Florida businesses for more than 58 years and serves international clients in dozens 
of countries. The CPA and advisory firm is one of the largest in the U.S., providing traditional accounting, audit and 
tax services, as well as business, risk and forensic advisory services. The firm has won significant awards, including 
repeat honors as the Best Accounting Firm to Work For among large firms nationwide and locally. With more than 
400 team members, the firm prides itself on offering the resources of a powerhouse, personally delivered. 
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The New 
Cyber Landscape



Who am I?

• CSO of Reliable IT Systems

• Exploit researcher and developer

• Red Team and Blue Team Tester

• @Zer0Traf on Twitter

• William Hoffman @ LinkedIn



Topics for today

• Cybersecurity before the pandemic.

– Attack vectors

• How has Cybersecurity changed post pandemic?

– Why has cybersecurity changed

– New attack vectors

• How do we protect cybersecurity post pandemic?

• Where do we go from here?



Cybersecurity before the pandemic

• Most people were working from offices vs working remotely. 
– This allows the user to be protected by the company’s IT 

and Security teams.
– IT and Security teams mostly only had to worry about 

attacks against the corporate office. 
• Mobile Devices

– Before the pandemic, most companies had few mobile 
devices. This is important because it could cause devices to 
be stolen, attacked or compromised. 



How has Cybersecurity 
changed post pandemic?

• Why has Cybersecurity changed?
– With the limited access or closures of offices, it has pushed the 

employees to work from remotely. 
– This has extended the corporate network and security to the 

houses or remote sites of their employees. 
– Banks and/or financial locations were limited which forced to 

people to do online banking and online document signing.
• What has this caused? Increased surface attack area and therefore, 

new cyber attack vectors.



New Attack Vectors

• With working from home, we are now using either personal 
computers or corporate issued devices on home personal 
networks.

• Sharing home network with our kids, spouses, and IoT 
devices. 

• We have home learning now for our kids that need devices on 
our networks at the same time we are using them for work.

• Mobile devices, we now increase the likely hood of devices 
getting lost or stolen.  



New Attack Vectors cont.

• We have started to use teleconferencing service (Teams, Zoom, and 
more) that have been attacked and compromised. It has shown us 
the weakness of security on these platforms. The Zoombombing
was created because of this.

• Securing of documents, are you now allowed to print from your 
home? How do you properly dispose of those documents that were 
printed? Do employees have shredders?  Do they use them?

• Practicing cybersecurity at home. Do you still lock your computer 
when you get up from it at the house? Do you allow your kids or 
other people to use your corporate computer to surf the internet? 



How do we protect 
cybersecurity post pandemic?

• Home Office Security
– Companies are looking at providing home office 

firewalls. 
– Assessments of home networks.
– End point protect for home devices.
– Security awareness training for users that focus on 

home devices, people and networks. 
– Network segmentation for home networks. 



Where do we 
go from here?

• Will the landscape ever change back?
– Companies are seeing that they are saving money with a 

remote workforce vs in office. 
– Employees are sometimes working more hours because 

they aren’t commuting.
• Will this be the new Norm?
• How do we plan for another change in Cybersecurity?

– Is your company ready or planning for changes that would 
impact cybersecurity?



Questions

Questions?



P A N D E M I C   F R A U D
California Community Banking Network BSA/AML 2021

Special Agent Masood Azaran

Homeland Security Investigations
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HOMELAND SECURITY INVESTIGATIONS

Investigative arm of the U.S. Department of Homeland Security 

Transnational crime related to Finance, Trade, Travel 
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Domestic Footprint 
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International Footprint
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STATS (01/06/21)

Financial cases (C19): 256

Loan Fraud Leads: 317

Loan Fraud Cassese: 108

Seizures: $11,321,600

Total Arrests: 210

covid19fraud@dhs.gov
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CARES Act (March 2020)

Coronavirus Aid, Relief, Economic Security Act

▪ Paycheck Protection Program (PPP) –Approximately 660 Billion Dollars 

▪ SBA Economic Injury Disaster Loans (EIDL) –Approximately $60 Billion Dollars 

2018: $142.3 Billion combined

2020: $1+ Trillion combined (92% PPP)

Paycheck Protection Program (PPP)

• Designed for payroll costs and benefits, mortgage interest, rent, and utilities

Economic Injury Disaster Loans (EIDL)

• Designed for working capital (fixed debts, payroll, accounts payable)

▪ PPP –Approximately 284 Billion Dollars 

▪ EIDL –Approximately 20 Billion Dollars 

The Consolidated Appropriations Act (December 2020)

A borrower is generally eligible for a Second Draw PPP Loan if: 

• Previously received a First Draw PPP Loan and will or has used the full amount only for authorized uses; 

• Has no more than 300 employees; and 

• Can demonstrate at least a 25% reduction in gross receipts between comparable quarters in 2019 and 2020. 
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FRAUD TRENDS & STATUTES 
1. Omission disqualifying information → Convictions, bankruptcy, etc.

2. Multiple loan applications submitted to multiple financial institutions  

3. False and fraudulent statements; Tax and supporting 

4. Applicants working with third parties to obtain loans in exchange for % of fund 

5. Using loan proceeds contrary to terms of loans (SEIZURE) 

6. ID / Business ID / Social engineering (SSN/EIN) & Money Mules 
18 USC 1341 – Mail Fraud 

18 USC 1001 – False Statements

18 USC 1028 – Identity Theft 

18 USC 371 – Conspiracy 

18 USC 1344 – Bank Fraud 

18 USC 1343 – Wire Fraud 

15 USC 656 – False Statements SBA

3rd party

Large scale 
& 

organized 

Individual
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RED FLAGS

U.S. Treasury: companies requesting EIN numbers after the second PPP, the EIN will begin with “86”

1) Bank accounts opened a short time prior to receiving loan funding or personal accounts receive funds 

2) IRS Form 940 or Form 941 only or primary supporting documentation provided for payroll

3) Numbers reported on loan application (income, payroll, # of employees) does not match tax documents (940/941)

4) The business lacking operating presence or history (recently opened, no websites, open-source info, etc.) and the 

number of employees and income reported on the loan application is unlikely based on a review of company’s 

profile, website, address, virtual office, annual revenue, etc. 

5) Bank statements do not show payroll payment or indicative of the type of business claimed by the borrower

6) Sudden activity change: quick disbursement of funds to other accounts, large purchases or cash withdrawals 

(especially when they appear to be structuring the cash withdrawals to avoid reporting requirements) 

7) Outgoing International wire transfers occurring shortly after the funding enters the account

8) If a payroll register is provided as supporting documentation, names and identifiers provided do not appear to be real 

people through open-source or commercial databases (Social Media, LinkedIn, Google, CLEAR, LexisNexis)

A verified Financial Institution account using the Employer Identification Number (EIN) or Social Security Number (SSN)

‘SBAD TREAS 310” and “Origin No. 10103615” into an account
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EvaluationOpen-Source & 
Business

(Social Media, CLEAR, 
State/County records)

Law Enforcement / 
Govt.  Databases

(DMV/DMV business 
Records)

FinCEN/BSA

(SARs/CTR)

Support Document

SBA Loan Docs

Phone / IP 
Subpoena

Financial Institution 

Subpoena

USAO

(Dedicated AUSAs)

Business

SBA 

Financial
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LOAN FRAUD TYPOLOGIES (Open Source)
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LOAN FRAUD TYPOLOGIES (Restricted)
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CASE STUDY #1 (Individual)
Background:

1. Used car sales business in Panorama City, CA 

2. 5 PPP loans at different financial institutions → Applied for 1.3 Million & 900K funded 

3. 5 Different EINs; 5 Different employee #s; 5 Different avg. monthly salary ($44k to 189K)

Findings:

1. The annual sales numbers or employee #s not supported by bank documents vs tax documents 

2. 4 previous loan SARs at other financial institutions (314b) 

3. Large wire out of the country shortly after receipt of funds 

4. Arrested while leaving country at LAX Airport – Bank Fraud 

Red Flags:

▪ False statements about the companies’ business operations/payroll (28 Employees and 5.8 Mil. annual revenue) 

▪ Submitted fake and altered business and tax documents 

▪ Documents improper alignment, bold/non-bold, font inconsistency  

▪ The physical site photo of business and website (company at location did not match business name of documents) 
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CASE STUDY #1 (Open Source)

Feb/March 2020

FB 4-5 pics cars

sold in 2019- 2020

Only 3 cars for sale 

Not late model
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CASE STUDY #2 (Organized)

Red Flags:

▪ 1 CFT check prior to the ACH loan from SBA – Long time customer 

▪ Activity of customer suddenly changed with large cash withdrawals of $8-10K

▪ Personal account received SBA loan; No business activity on accounts

Background:

1. West Virginia State Police RE: Simi Valley, CA hotel ($10K bulk cash envelope) 

2. Elderly victim - Publishers Clearing House lottery winner with upfront fees 

3. Recipient is “Tom Lee” at Hotel address, Unit 211 

Findings:

1. 50K SBA Loan → Name of a real company in Iowa with true identifiers 

2. IP linked to 105 SBA loans (different businesses across U.S. at 40 institution)

3. Tom Lee - Arrest for Identity Theft  

4. Travel history → Entered NY from Canada and across U.S. to Los Angeles 
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Questions? 

masood.azaran@ice.dhs.gov

covid19fraud@dhs.gov

THANK YOU! 



HSI
HOMELAND SECURITY INVESTIGATIONS

HUMAN TRAFFICKING



ABOUT HSI

The U.S. Immigration and Customs Enforcement (ICE) Homeland 

Security Investigations (HSI) directorate is a critical asset in the ICE 

mission, responsible for investigating a wide range of domestic 

and international activities arising from the illegal movement of 

people and goods into, within, and out of the United States.

HSI is the principal investigative arm of the U.S. Department of 

Homeland Security (DHS).

Vision Statement: To secure the homeland from transnational 

criminal threats.

Mission Statement: To investigate, disrupt, and dismantle 

terrorist, transnational, and other criminal organizations that 

threaten or seek to exploit the customs and immigration laws of 

the United States.



ABOUT HSI

Border 

Security
Homeland 

Security
Public 

Safety
Public 

Health

Global 

Trade

U.S. 

Economy
U.S. 

Technology

By targeting transnational threats, both at home and abroad, HSI protects and ensures:



HSI GLOBAL FOOTPRINT

EMPLOYEES: 8,400+

SPECIAL AGENTS: 6,000+

DOMESTIC OFFICES: 200+

INTERNATIONAL OFFICES: 67



HSI MISSION TO COUNTER HUMAN TRAFFICKING

The mission of HSI human trafficking investigations is two-fold: 

1. Proactively identify, disrupt and dismantle cross-border human 

trafficking organizations and minimize the risk they pose to 

national security and public safety. 

2. Employ a victim-centered approach, whereby equal value is placed 

on the identification and stabilization of victims and on the 
deterrence, investigation, and prosecution of traffickers. 

HSI is a leader in combatting transnational criminal organizations engaged in human trafficking.  
HSI utilizes all of its authorities and resources in a cohesive global enforcement response in 

order to disrupt and dismantle the criminal infrastructure engaged in human trafficking.



HSI COUNTER HUMAN TRAFFICKING STRATEGY

Prevent Protect

Prosecute Partner

Counter 

Trafficking 

Strategy



HSI COUNTER HUMAN TRAFFICKING IMPACT

In FY 2018

849
Investigations 

1,588
Arrests

538 
Convictions

308
Victims Assisted



ABOUT HUMAN TRAFFICKING



HUMAN TRAFFICKING DEFINED

Labor trafficking: recruitment, harboring, transportation, 
provision, or obtaining a person for labor/services through force, 
fraud or coercion

Sex trafficking: a commercial sex act induced by force, fraud or 
coercion, or if under 18 years of age

NOTE: Immigration status or citizenship is not an element of human trafficking



HUMAN TRAFFICKING VS. HUMAN SMUGGLING

SMUGGLING

Voluntary

Crime against the State 

Transportation based

Requires border crossing

Foreign nationals

TRAFFICKING

Involuntary

Crime against a person

Exploitation based

No border crossing required

Foreign nationals or U.S. Citizens

VS.

NOTE: Human smuggling situations can turn into human trafficking. Human smuggling may 
involve violence or exploitation, but the situation may not rise to the level of human trafficking. 



HUMAN TRAFFICKING VS. HUMAN SMUGGLING

Involuntary

Crime Against a Person

Exploitation Based

No Border Crossing Required

Foreign Nationals or Citizens

SMUGGLINGTRAFFICKING

BOTH
Lucrative

Illicit

Organized 
Criminal 

Networks

Voluntary

Crime Against the State

Transportation Based

Requires Border Crossing

Foreign Nationals



HUMAN TRAFFICKING VS. HUMAN SMUGGLING

SMUGGLING TRAFFICKING

FORCE
or

FRAUD
or

COERCION

NOTE: Human smuggling situations can turn into human trafficking. Human smuggling may 
involve violence or exploitation, but the situation may not rise to the level of human trafficking. 



HUMAN TRAFFICKING IN THE U.S. 

The United States is a source, transit, and destination country for 

men, women, transgender individuals, and children—both U.S. 

citizens and foreign nationals—subjected to sex trafficking and 

forced labor. 

Traffickers use various forms of force, fraud, and coercion to 

control and exploit victims, including debt bondage, fraudulent 

employment opportunities, false promises, violence and threats 

of violence. 



Human traffickers and victims can be

▪ of any age, race/ethnicity, sex, gender identity, nationality, immigration 

status, cultural background, socio-economic class, education attainment 

level, etc.

▪ found in legitimate and illegitimate industries, and may intersect with other 

criminal activity, such as drug trafficking, human smuggling, or money 

laundering

▪ associated with relatives, family friends, gangs, transnational criminal 

organizations

▪ alone or in groups

HUMAN TRAFFICKING IN THE U.S. 



POTENTIAL INDICATORS OF A HUMAN TRAFFICKING VICTIM

These indicators are just a few that may alert you to a potential human trafficking 
situation and no single indicator is necessarily proof of human trafficking

▪ Signs of physical and/or sexual 
abuse, physical restraint, 
confinement, or torture 

▪ Appears harmed, malnourished, or 
deprived of water, sleep, medical 
care, or other life necessities

▪ Has few or no personal possessions 

Physical Health 

▪ Is fearful, anxious, depressed, 
submissive, tense, or nervous/paranoid

▪ Exhibits unusually fearful or anxious 
behavior after bringing up law 
enforcement

▪ Avoids eye contact
▪ Cannot freely contact friends or family
▪ Is not allowed to socialize 
▪ Does not have freedom of movement
▪ Has been threatened if attempts to 

escape 
▪ Claims of just visiting and inability to 

clarify where he/she is staying/address
▪ Lacks knowledge of whereabouts 

and/or sense of time
▪ Has numerous inconsistencies in 

his/her story

Abnormal Behavior

▪ Is under 18 and is providing commercial sex acts
▪ Is in the commercial sex industry and has a 

pimp/manager
▪ Is not free to leave or come and go from 

work/housing as he/she wishes
▪ Works excessively long and/or unusual hours
▪ Has been threatened with deportation or law 

enforcement action
▪ Is unpaid, paid very little, or paid only through tips
▪ Is not allowed breaks or suffers under unusual 

restrictions at work
▪ Owes a large debt and is unable to pay it off 

(including smuggling fee debt)
▪ Was recruited through false promises concerning 

the nature and conditions of his/her work
▪ High security measures exist in the work and/or 

living locations (e.g. opaque windows, boarded up 
windows, bars on windows, barbed wire, security 
cameras, etc.)

Work & Living Conditions

▪ Has few or no personal possessions
▪ Is not in control of his/her own 

money, no financial records, or bank 
account

▪ Is not in control of his/her own 
identification documents (ID or 
passport)

▪ Is not allowed or able to speak for 
themselves (a third party may insist 
on being present and/or translating)

Lack of Control



POTENTIAL INDICATORS OF A HUMAN TRAFFICKER

These indicators are just a few that may alert you to a potential human trafficking 
situation and no single indicator is necessarily proof of human trafficking

▪ Very controlling
▪ Does not allow anyone near the victim
▪ Speaks on behalf of victim/does not allow the 

victim to speak
▪ Uses forced alcohol or drug 

consumption/intentionally overmedicates victim
▪ Invokes rights of victim without victim’s 

knowledge
▪ Abuses victim emotionally, physically, and/or 

sexually
▪ Confiscates victim’s identification and/or money
▪ Isolates victim from friends and family

Abnormal Behavior



HSI COUNTER HUMAN TRAFFICKING RESOURCES



REPORTING AND RESOURCES

ICE Tip Line:

1-866-DHS-2-ICE  (1-866-347-2423)

National Human Trafficking Hotline:

1-888-373-7888

DHS Blue Campaign (educational materials):

www.dhs.gov/bluecampaign



Q A&

PROTECTING THE HOMELAND WITH HONOR, SERVICE, AND INTEGRITY



COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

COALITION TO ABOLISH SLAVERY AND TRAFFICKING

CALIFORNIA COMMUNITY BANKING NETWORK 
ANNUAL MEETING

A b o u t  H u m a n  Tra f f i c k i n g



HUMAN TRAFFICKING

The act of recruiting, harboring, transporting, providing or obtaining a

person for labor or commercial sex through the use of force, fraud or

coercion. The most common forms of human trafficking found at Cast

are sex trafficking and labor trafficking.

WHAT IS



LABOR TRAFFICKING

 Labor trafficking is a form of modern-day slavery in which individuals

perform labor or services through the use of force, fraud, or coercion.

Labor trafficking includes situations of debt bondage, forced labor, and

involuntary child labor. Labor traffickers use violence, threats, lies, and

other forms of coercion to force people to work against their will in many

industries.

SEX TRAFFICKING

 Sex trafficking occurs when someone uses force, fraud, or coercion to

cause a commercial sex act with an adult or causes a minor to commit a

commercial sex act. A commercial sex act includes prostitution,

pornography and sexual performance done in exchange for any item of

value, such as money, drugs, shelter, food or clothes.

HUMAN TRAFFICKING

TYPES OF



AT RISK?

WHO IS  Human trafficking victims can be any age, race, gender identity, sex,

ethnicity, nationality, immigration status, and socioeconomic class. In

many cases, victims do not come forward to seek help because they are

vulnerable, potential language barriers may exist, they have a fear of law

enforcement, or they do not identify as a victim.



ABOUT SURVIVORS AT CAST

Modern slavery 

includes all forms of 

trafficking. At Cast 

survivors, 46% sex 

trafficking, 4% both

Cast has served 

survivors from over 

. The 

top three countries: 

USA, Philippines and 

Mexico.  

70%  of Cast’s 

trafficking cases involve 

adults and 30% 

transitional age youth 

and minors.

of survivors identify 

as female.

50%
LABOR TRAFICKING 

SURVIVORS

72
COUNTRIES

30%
TRANISTIONAL AGED YOUTH

81%
OF SURVIVORS
IDENTIFY AS 

WOMEN AND GIRLS



VICTIMS

IDENTIFYING

Human trafficking is often “hidden in plain sight.” Recognizing the signs is 

the first step in identifying victims. No single indicator is proof that human 

trafficking is occurring. The indicators listed below are a few examples that 

may alert you to a potential human trafficking situation. 

WORK CONDITIONS

Does the potential victim: 

 Experience verbal or physical abuse (particularly from a supervisor), 

prevented from taking adequate breaks, made to work in unsafe 

conditions, or forced to meet daily quotas? 

 Work excessively long and/or unusual hours?

 Accept a specific job but feels coerced or forced into a different job?

 Appear to be living at his or her place of work? 

 Receive paychecks with negative balances or unreasonably low amounts 

for the pay period?



TRUE OR FALSE?

Victims of trafficking are 

always helpless and 

want to be rescued. 

Human trafficking 

victims will attempt to 

seek help when in 

public.

Only foreign nationals 

are trafficked.

Individuals must be forced 

or coerced into commercial 

sex acts to be victims of 

human trafficking.

1 2 3 4

̶
Many people experiencing 

trafficking are not locked into 

conditions of trafficking by 

physical bonds. There are 

psychological and emotional 

factors that may force people into 

and maintain them within 

conditions of exploitation.

̶
Human trafficking is often hidden. 

Victims may be afraid to come 
forward and get help; they may be 

forced or coerced through threats or 
violence; they may fear retribution 

from traffickers, including danger to 
their families; and they may not be 
in possession of or have control of 

their identification documents.

̶
Trafficking can happen to both U.S. 

citizens and foreign nationals. 
People of all ages, walks of life, 
socio-economic status, genders, 

immigration status, and more can 
be trafficked. However, most have 
vulnerabilities that increase their 

susceptibility to human trafficking. 

̶
Under U.S. federal law, any minor 

under the age of 18 who is induced 
to perform commercial sex acts is a 

victim of human trafficking, 
regardless of whether he or she is 

forced or coerced.



WHAT WE DO
A B O U T  C A S T



 Cast is a Los Angeles-based nonprofit organization with global reach. Our mission is to end

human trafficking through education, advocacy, and empowering survivors. We do this by

providing comprehensive and life-transforming services so that survivors and their families can

rebuild their lives free from exploitation, and become strong advocates to end human trafficking.

Cast is fueled by our passion for justice and dignity, and our work is evidence-driven to drive

systemic changes that will create a more just and equitable world where human trafficking will not

exist.

ABOUT US

Stewardship that makes our vision 
possible 

Dignity of all 

Accountability in decision-making 

Diversity, equity and inclusion: 
everyone belongs here

Wellness for all 

Learning and adapting 

Leadership in the anti-human 
trafficking movement 

A commitment to excellence that 
assures impact 

V
A

LU
ES



CAST BY THE NUMBERS 2 0 2 0

1,664
SURVIVORS AND FAMILY

MEMBERS SERVED

88%
OF GRADUATED CLIENTS 

ARE EMPLOYRED OR
ATTENDING SCHOOL

185%
INCREASE IN 

EMERGENCY RESPONSES

100%
OF CAST GRADUATES

HAVE ACCESS TO 
SAFE HOUSING

10%
OF CAST REFERALS 

COME FROM 
LAW ENFORCEMENT

Less than



SERVICES +
PROGRAMS

Cast has spent two decades developing and

implementing trauma-informed and victim-

centered programs to support human

trafficking survivors. Cast provides a

continuum of care to meet the emergency

response and long-term needs of all human

trafficking victims. Cast’s provision of services

ensures that clients are appropriately and

seamlessly supported at all levels of their

healing and growth.



H O T L I N E + E M E R G E N C Y R E S P O N S E

 Cast’s 24-hour hotline provides around-the-clock first response to victims of human trafficking.

The emergency response team provides immediate, short-term services to ensure the safety and

well-being of victims when they first escape their trafficking situation. Since the pandemic began,

there has been a 50 in hotline calls.

H O U S I N G



Cast operates two shelters for female-identified victims: an emergency

and transitional shelter, which provides housing for up to 12 and 15 victims and offers 12+

months of transitional housing at which time we find permanent housing for them. Cast shelter

program is designed to help clients establish independence and self-sufficiency.

L E G A L S E R V I C E S



The legal services program works collaboratively with survivors,

community-based organizations, public-interest attorneys and numerous government agencies to

ensure survivors of human trafficking are provided culturally-sensitive and victim-centered legal

representation.



C A S E S E R V I C E S

 Cast's intensive case management program offers a client-centered and trauma-informed

approach to support survivors journey to stability and independence. The program begins with a

comprehensive assessment to determine goals and necessary next steps. Services include basic

necessities, safety planning, supportive counseling, medical, education, life skills and vocational

training, employment, transportation, applying for state/federal benefits and more.

S U R V I V O R L E A D E R S H I P

 Cast’s work is directly informed by the real experiences of the clients it serves. The survivor

leadership programs, Resilient Voices (launched in 2003) and National Survivor Network

(launched in 2011), bring together a community of human trafficking survivors for peer-to-peer

mentorship and survivor-led advocacy. Their voices on policy and public awareness have led to

the development of stronger protections for victims in both California and federal anti-trafficking

laws.

https://www.castla.org/wp-content/themes/castla/assets/files/one-sheet-empowerment.pdf


POLICY

At the core of Cast’s mission is systemic

change. Cast has a proven track record

of developing innovative partnerships that

effectively advocate for policies dedicated

to ending human trafficking and help

survivors rebuild their lives. Drawing from

over 20 years of direct experiences with

survivors, Cast has catalyzed first-of-its-

kind legislation and has won the respect

and partnership of a diverse group of

policy leaders.

C H A N G I N G T H E F U T U R E

 By 2025, Cast will create a bridge between practice and policy, when survivors are empowered,

resilient, and working with practitioners to inform a survivor-centered policy agenda. This leads to

systemic changes to models, attitudes, actions and resources to end modern slavery.

Cast has remained steadfast in our mission to advocate for groundbreaking policy that is informed by the

survivors we serve. With our vision to bridge our practice of empowering survivors with systemic and

transformative change, Cast led the charge for a new California state law to compensate human

trafficking survivors for years of lost income as a result of being trafficked. California is the first state in

the nation to recognize the specific commercial exploitation found in sex and labor trafficking crimes and

to compensate survivors through its crime victims fund.

$110,227
IN COMPENSATIONFROM

THE PASSING OF AB629

https://www.castla.org/wp-content/uploads/2021/02/2021-Advocacy-Agenda.pdf


2021 CA STATE 
POLICY AGENDA

• Secure $30 million in one-time funding in the California Budget for increased

emergency services for survivors and a statewide hotline and training to ensure

trafficking is prevented.

its own data to show the disparate impact of trafficking and

the criminal arrest of victims on communities of color.

:

• Pass Safe Harbor provisions for all child trafficking victims so that every child is

screened for trafficking crimes prior to being arrested.

• Establish jurisdiction for Department of Children and Family Services in every

human trafficking case, including labor trafficked children who are currently

excluded in California’s current approach.

• Pass legislation in CA that mirrors federal provisions preventing trafficking



2021 STATE 
POLICY AGENDA

• That trafficking victims receive compensation from the California Crime Victims

Compensation Board for lost income during their trafficking through implementation of AB

629 (Crime Victims Compensation);

• Court guidance and updated forms for SB 832 (Vacating Convictions for Victims of Human

Trafficking);

• Judges and public defenders are educated about the new affirmative defense for trafficking

victims created by AB 1761. (Human Trafficking: Affirmative Defense);

• The California Labor Commission enforces regulations for SB 477 (Foreign Labor

Contractors), which provides information to foreign workers, creates a no-fees policy for

labor recruitment, requires foreign labor contractors to register with the Labor Commission

and post bonds, and creates an enforcement mechanism against employers who do not use

registered foreign labor contractors;

• The California Attorney General’s Office enforces SB 657 (California Transparency in Supply

Chains Act) to allow consumers greater information about all slavery in supply chains;

• Effective implementation of SB 1193 (Human Trafficking Public Posting Requirements) and

SB 630 (Enforcement for Hotline Posting)

• Monitor the mandatory training required by Prop. 35 for all CA law enforcement to ensure it

is victim-focused and effective; and

• Work with the California Governor’s Office and Department of Social Services to ensure that

DCFS can respond appropriately to both child sex and labor trafficking victims.



HOW YOU CAN HELP?



WHAT CAN YOU DO?

 BE VIGILANT AND AWARE, THEN TAKE ACTION
• Raise awareness and educate yourself. Share this information with your teams and colleagues in the 

banking industry. Set up policies and protocols to identify signs of human trafficking. Post our hotline in 

your office. 

FOLLOW US AND SHARE ON SOCIAL MEDIA
• Follow us on social media and support our campaigns. Great way to stay abreast of this fast-changing 

movement. 

 JOIN OUR MISSION AND MOVEMENT
• Make our survivor services programs possible by donating to Cast or sponsoring an event, setting up 

an employee giving program, or organize drives for food and clothing for Cast’s shelters.

mailto:Stephanie@castla.org


@castlosangeles

@castlosangeles

@CastLA

WWW.CASTLA .ORG
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Human Trafficking   Transactional 
Red Flags



Red Flag Indicators 

2



FinCEN Guidance

• Several Red Flags

• SAR Guidance –

• Check the Human Trafficking Field 38 (h) on the SAR form

• In the narrative and SAR field 2, use the keyword “Human 
Trafficking FIN-2020-A008” 

FIN-2014-A008 & FIN-2020-A008

3

https://www.fincen.gov/sites/default/files/advisory/FIN-2014-A008.pdf


Tracks progress in the fight against human trafficking
Ranks countries, including our own, by Tier Placement 



“The use of human trafficking by 

terrorist groups, such as ISIS and 

Boko Haram, not only reflects the 

brutality of these groups, but also 

acts as a means by which terrorist 

organizations recruit adherents and 

finance their operations. Combating 

human trafficking is… an issue that 

threatens international peace

and security.”

Message From the Secretary of State



• Accompanied by a controlling person or boss; not speaking on own behalf 

• Third party attempts to complete paperwork without consent 

• Lack of control over personal schedule, money, I.D., travel documents 

• Transported to or from work; lives and works in the same place 

• Debt owed to employer/crew leader; inability to leave job 

• Third party commits acts of aggression or intimidation toward customer

• A juvenile engaged in commercial sex acts

6

Victim Indicators



• Third party claims to be related to customer, but does not know critical 
details

• A prospective customer attempts to use ID of person not present to 
open an account

• A third party attempts to open an account for unqualified minor

• Customer shows poor hygiene, malnourishment, fatigue, signs of 
physical and/or sexual abuse

• Customer shows lack of knowledge of their whereabouts or where they 
live

7

Victim Indicators



Red Flags

Customer Profiles

Customers with excessive number of accounts

Businesses and industries easily exploitable by traffickers – immigration attorneys 

or labor intermediaries that handle visa paperwork

Consumer customers with discrepancies between account funding and known 

customer profile

Customers frequently transact to/from different geographic locations 

8



Red Flags

Transaction Traits

High volume of round-dollar deposits via wires, ACH, or cash in the range of 

$2,000-$3,500

Excessive interstate or intrastate cash deposits less than $1,000 each at 

multiple branches daily

Cash deposits just below the currency transaction reporting threshold but 

deposited at several branches

9



High volume of debit card/credit card transactions using specific 
merchants’ codes – also use of prepaid access cards

Airline, rental car, bus, or taxi charges in multiple cities or states

Excessive Red Box (movie) and fast food charges  

Excessive hotel charges and high percentages of purchases made at high-
end merchants, casinos, etc.

Red Flags

10



Red Flags

Extensive payments to web advertisers that cater to the sex industry

Extensive purchase of money orders to pay bills

Wire transfer activity inconsistent with customer’s business

Wires to/from origin or staging countries that are inconsistent with 
customer’s known profile

11



Red Flags

• Transactional activity frequently outside of normal hours

• Cash Deposits with no ACH activity

• Customers with shared common identifiers

• Frequent transactions with online classified site

• Use of frequent cryptocurrency or darknet markets

• Frequent use of TPPP that conceal originators/beneficiaries

12



• Front Companies: Combine legitimate income with illicit funds 

• Exploitative Employment Practices: Visa fraud, wage retention

• Funnel Accounts: transfer funds to different geographic locations

• Alternative Payment Methods: credit cards, prepaid cards, mobile 
payment, virtual currency  

13

New Typologies of Human Trafficking



• Train front line staff

• Look for patterns, small dollar amounts

•Use keywords

• If it doesn’t look right, report – you might save a life

14

Key Takeaways
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