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Jason Chorlins, CPA, CFE, CAMS, CITP
Principal – Risk Advisory Services

305.857.6744
jchorlins@kaufmanrossin.com

• Banking practice co‐leader

• Spearheads forensic and financial service investigative engagements

• Oversees AML/BSA consulting engagements

• Assists financial institutions with transaction look‐backs, risk assessments, BSA/AML/OFAC independent 
testing and customer due diligence reviews

• An industry leader in assisting financial institutions to perform data and model system calibrations and 
validations for account and transaction surveillance systems
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Objective of 
Today’s 
Presentation

Intelligent automation is making its mark on how financial
institutions conduct business today. The impact is obvious in
how financial institutions are repurposing human capital now
that machine learning and robotic process automation are
being used to address financial crime in ever evolving ways.

Intelligent automaton’s ability to support manual, routine and
human decision‐making processes not only saves time and
money, but also increases effectiveness by allowing financial
institutions to better utilize available resources to combat
financial crime.

This session will explore the challenges and how technology is
being used to combat financial crime in the age of COVID. This
session will address how financial institutions are leveraging
technology and repurposing human capital to maximize their
potential while focusing on risk mitigation and efficiencies.
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Joint Statement on Innovative Efforts 
to Combat Money Laundering and 
Terrorist Financing‐ December 2018

“The Agencies recognize that private sector 
innovation, including new ways of using existing 
tools or adopting new technologies, can help 
banks identify and report money laundering, 
terrorist financing, and other illicit financial 
activity by enhancing the effectiveness and 
efficiency of banks’ BSA/AML compliance 
programs. To assist banks in this effort, the 

Agencies are committed to continued 
engagement with the private sector and other 

interested parties.”
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• Many clients are still in the process of establishing data governance. 

‐ Authority, control, and decision making around data may not be uniformly 
established for the environment.

‐ Data cataloging (mapping and indexing sources, usage, lineage) may be 
undefined.

‐ Data owners and data stewards may not be explicitly identified. 

• Information security and IT operations teams may not have effective 
communications with compliance teams.

• Data security is often established and reviewed but may not be optimized.

• Immaturity in data governance may delay innovation and growth.

• COVID‐19 drew additional attention to weaknesses in data governance by 
disrupting processes and environments.

• Skills shortages may be exacerbating the problems.

Recent Industry Observations
6
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What’s at Stake?
• The stakes in managing data and technology are at an all‐time high.

• Proper data governance with an analogous innovation framework is critical in a 
recovery.

• It remains critical to identify and inventory only those data and processes that may 
benefit from automation and optimization.

• Banks must prioritize the use of resources.

‐ Critical processes need to be inventoried and then ranked in order of opportunity 
for automation and optimization.

• Data governance risk and process deficiencies may lead to informal or formal 
regulatory actions.

• Risk typically present for two reasons: 

1. fundamental errors which produce inaccurate outputs when compared to design 
objectives and intended use of a system or process; or

2. incorrect or inappropriate use or misunderstood limitations or assumptions.
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“An Economist’s View on 
Technology in the Future of 

BSA/AML”
‐ Gary M. Shiffman, Ph.D.

The few banks using Machine Learning 
for AML today train their machines on 
previous years’ SAR data. If more than 
95% of past SARs were wrong, then 
these banks simply perpetuate 

inaccuracies (just more efficiently).
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“An Economist’s View on 
Technology in the Future of 

BSA/AML”
‐ Gary M. Shiffman, Ph.D.

To build the best machine to detect 
and deter financial crime, one needs 
good training data. Machines are 

literal. If you teach it to play chess, it 
will not learn to play checkers. The 
best machine on the planet for AML 
will be built by training it on the best 

AML data.
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Do you speak Techlish?
• Algorithm: A step‐by‐step procedure for solving a 

problem of accomplishing some end, especially by a 
computer.

• Artificial Intelligence: The development of computer 
systems able to perform tasks that normally require 
human intelligence.

• Machine Learning: An application of artificial 
intelligence that provides systems the ability to 
automatically learn and improve without being 
explicitly programmed.

• Data Analytics: The process of examining data sets in 
order to draw conclusions about the information 
they contain, increasingly with the aid of specialized 
systems and software.

10
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Rethinking 
Automation
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How Can 
Automation Help?

• Reduce costs

• Reduce errors

• Reduce time

• Increase output

• Increase employee time for judgment and 
analysis

• Improve audit trail 

• Improve analytics capability
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Intelligent 
Automation vs. RPA

• Robotic Process Automation automates works that follow rules that have 
no variation. 

• RPA is prone to facing scalability issues because when there occurs a 
process variation.

• Intelligent Automation is an advanced form of RPA and integrates every 
RPA quality and adds an extra layer of capability by utilizing bots capable 
of learning and adapting to changes in real‐time.

• Intelligent Automation incorporates Artificial Intelligence technologies 
such as machine learning and natural language processing (NLP) to 
handle exceptions and consistently learn from data patterns.
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What Are Some Key 
Benefits of Intelligent 
Automation?

1. Reducing cost by augmenting employees and improving productivity: 
With IA, companies can quickly scale their processes without 
increasing risk, compromising quality, or putting a strain on their 
employees. This results in improved ROI and higher efficiency.

2. Improving customer experience: Providing high‐quality products to the 
market and answering customer queries instantly can result in a 
positive customer experience.

3. Improving process accuracy: One of the advantages of IA is using AI to 
drive critical decision‐making. It uses a consistent approach for 
automating repetitive tasks.

4. Addressing compliance issues: IA allows companies to leverage the 
task automation feature to ensure the business complies with 
regulatory and legal policies.
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How Can Automation 
Become Smarter?

• Descriptive Analytics

‐ Establishing a baseline

 Grouping

• Diagnostic Analytics

‐ Quantitative analysis of these groups

 Distributions of each of these groupings

 Identifying outliers and anomalies

o Are these meaningful or not?

• Predictive Analytics

‐ Regression analysis

‐ Classification

‐ Can we identify who poses the greatest risk?

• Prescriptive Analytics

‐ A focus on finding the best course of action for a given situation
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What Are Some 
Areas Needing Help?

1. Wire transfers transaction risk
‐ Noisy incongruent data
‐ Improper country labeling

2. Country Risk Analysis
‐ Country risk insufficiently rationalized
‐ Country risk not appropriately incorporated into transaction risk 

3. Model Data Reconciliation
‐ Validating data completeness
‐ Validating data accuracy

4. Customer Risk Profiling
‐ Scalable means of identifying transaction outliers and anomalies

5. Negative News Screening
‐ Processing large loads
‐ Aggregating multiple sources of data

6. Enhanced Due Diligence Case Management
‐ Integrating data sources pragmatically
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How Should You 
Start? 

1. Inventory Processes & Data Stores

• Identify problematic data

• Identify deficient processes

2.Develop a roadmap

• Define program objectives and determine an effective 
operating model

• Establish preliminary program metrics and governance 
structure

• Prioritize process areas for automation

• Analyze processes for automation and technological 
feasibility

• Prioritize automation project candidates to identify a pilot
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How Should You Pilot 
New Technology?

• Work from your automation strategy and roadmap

‐ Business case

‐ Product plan

‐ Project plan

• Develop a proof of concept (POC) solution

• Develop a prototype in a staging environment for user acceptance 
testing

‐ Use version control

‐ Perform quality assurance

• Draft performance benchmarks

‐ Compare to existing solutions

‐ Identify regressions

• Evaluate a pilot period with feedback 

‐ Parallel is best

• Evaluate the solution against the business case

• Perform functional enhancements for optimizing quality
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Do you want to build a team 
for RPA development?

Consider licensing an enterprise RPA 
platform, co‐piloted by an 

experienced automation team.

Do you want to host and 
operate the solution?

Consider outsourcing RPA 
development to qualified developers 
using your current licensing or open‐

source technologies.

Do you currently want to 
automate multiple 

processes?

Consider outsourcing automated 
processing to a qualified Robotic 

Operations Center.

Operational Model Alignment
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What Might Innovation Look Like?
• Statistical and empirical analysis

‐ A study, tailored to your institution, and conducted over time and followed by 
operationalizing a detection strategy, can identify statistically significant variables 
that indicate risk related to a specific customer, account or group of customers.

 What are the common attributes of each of the above to: 

o Identify bad actors

‐ Customer segmentation and clustering

 By using clustering to segment the customer population, you can subset your 
customer base into groups to create a baseline for attributes. You can then 
evaluate future behavior as typical or atypical based on the baseline.

o After establishing the baseline, you can conduct path analysis with social 
network analysis to help investigate cases.
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• Humans are social beings ‐ No one works alone

‐ Using social network analysis machine learning tool’s algorithms can identify all 
individuals and their relationships with one another.

• Humans are creatures of habit and follow similar behavior patterns

‐ By using a machine learning technique called path analysis or sequence analysis, such 
analysis can identify the patterns or pathways that customers typically follow, to then 
identify anomalous behavior.

• Humans are similar yet different

‐ Customer segmentation and clustering

 By using clustering to segment the customer population, you can subset your 
customer base into groups to create a baseline for attributes. You can then 
evaluate future behavior as typical or atypical based on the baseline.

o After establishing the baseline, you can conduct path analysis with social 
network analysis to help investigate cases.

Where Have We Seen Success?
21
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RPA ‐ Process Qualification

Stable
Deterministic

Digitally triggered
High volume
Independent

Benign
Consistent
Expensive
Frequent

Documented

Changing
Judgmental

Physically triggered
Low volume
Cooperative

Risky
Variable
Cheap

Infrequent
Undocumented
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Examples of Use Cases

Wire Transfer 
Data Cleaning

Country Risk 
Analysis

Model Data 
Reconciliation

Customer Risk 
Analysis

Negative 
News 

Screening

CIP 
Automation Event Triage Blacklisting

Encryption / 
Decryption

Configuration 
Audits

Backup 
Testing

Access 
Certification



24

Case Study I
Problem

• A California bank was under a Consent Order from the FDIC 
and DFPI as a result of conditions identified in a safety and 
soundness examination. 

Solution

• Designed and implemented a bot that helped the AML 
department assess country risk for wire transactions.

Results

• As a result of the additional analysis of risk related to 
international wire transfers, the bank’s risk management 
was improved. The bank went on to make multiple 
improvements in its BSA/AML program and ultimately the 
FDIC terminated its Consent Order.

24
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Problem

• A New York branch of a foreign financial institution was 
struggling to capture transaction‐related information to 
assess and update its customers' risk ratings as part of its 
transaction monitoring program. 

Solution

• Designed and delivered an automated analysis of 
transactions that generates an activity‐based risk score 
for a customer at the push of a button.

Results

• 80% cost reduction 

• 99% error reduction

• 72% less time 

Case Study II
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Technology
Challenges
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• Machine learning can be utilized to create alternative 
“challenger” models used in benchmarking against 
“champion” models.

• “The most effective challenger benchmark models are those 
that implement a different methodology from that of the 
champion.”

• Benchmark models used solely for validation need to also be 
validated. An assessment of the benchmark models and 
related data should be done to ensure they provide 
reasonable comparisons.

• The determination/decision on when to replace a primary 
model with a challenger benchmark model if it is a better 
performing model.

Recent Advancements in ML & AI 
in Model Validation
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Challenges in Money Laundering Deficiencies in Rule Based Systems 

Data spread across multiple systems / 
silos

Manual analysis by the investigators – time 
consuming

Data quality issues  One‐size‐fit‐all policy doesn’t always work

Inability of systems to track hidden, 
multi‐channel and complex patterns of 
transactions

Subjective and inconsistent. Rules based 
system cannot identify hidden ML patterns 

Large # of false positives  Ineffective detection routines

Operational inefficiencies
Efforts to manually set thresholds and train 
employees periodically result in significant 
time and cost

Current Pain Points & 
Challenges
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AI/ML – What It’s About

AI/ML – Terminology

• Supervised & Unsupervised Machine Learning 

• Model Types ‐ Naive Bayes, Decision‐Tree, 
Regression, Random/Isolation Forests, Gradient 
Boost, Neural Networks, Clustering

• Compare Model Performance ‐ Choose Optimal 
Model for your requirement 

• Natural Language Processing ‐ Screening of 
Payments/ ACH

• Pluggable Architecture to support additional third‐
party machine learning libraries

• Use of R and Python 

How does it Help ?

• Understand behavior and flag anomalies

• Connects the Dots

• ML Use Cases ‐ Sanction Screening, Adverse 
Media Screening, Case Investigation, Alerts 
Suppression, Alerts Assignment to Investigators

• Fraud Monitoring ‐ Identification of Fraud 
Scenarios / New Patterns

• Increase Efficiency

• Robotic Process Automation – Faster & 
Automated 
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• Knowledge model is highly developed 
across cases

• Knowledge model rarely needs changes

• Data is highly reliable

• Data is highly available

When is Machine Learning Not 
Needed?
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Architecture ‐ Analytics

Reporting

Dashboards & 
Visualizations
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Adoption of AI/ML within an Organization

Reasons to Adopt

• Balancing operations with regulatory 
expectations of systems/controls

• On‐going reduction of false positives

• Real‐time payments and globalization

• Move to Cloud computing

• Reduction in cost of data storage

Factors Fighting Against

• Bureaucratic overhead

• Budgetary constraints

• Data privacy and sensitivity

• Shortage of skillsets and resources

• Transparency on explainable outcomes

• Spanning data internal and external to an 
enterprise and across silos
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Supporting AI/ML within the Organization

Infrastructure
• Creating analytics analysis 

environment
• Data replication strategy
• Business ownership
• Tool and solution availability

Operations
• Optimizing outcomes
• Train, coach and advise
• Feedback loops
• Identify enhancement 

opportunities

Analysis
• Use case development
• Hypothesis testing
• Driving data insights
• Predictive analytics

• Integrated change management
• Documentation and 

transparency
• IT and business collaboration

GovernanceAnalytic 
Solutions

Data Science

Business 
Analytics

Change 
Management

Analytics 
Operations

Data 
Architecture
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No One Way of Validating AI Techniques

• AI techniques are as different as their 
applications ‐ a variety of approaches will 
be required.

• An Artificial Neural Network is a 
representation of a model that learns 
without task‐specific programming.

• Financial crime investigators train
decision‐making algorithms by presenting 
them with red flags and suspicious 
activity, alongside with the decision they 
would have made.

• Once trained, the neural network acts like 
a static model. Combinations of inputs 
result in output with a natural, 
measurable error rate.

Economic Purpose: Unknown

Jurisdiction: Egypt

Adverse Media: Low

Payment Value: $20,000 

21%

0.568

0.825

0.257
0.723

0.184

0.419

79%

Not 
Suspicious
Suspicious

Economic Purpose: Supplier 
Payment

Jurisdiction: USA

Adverse Media: None

Payment Value: $19,288 

95%
0.257

0.723

0.184

0.419

05%

Not 
Suspicious
Suspicious

0.568

0.825
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How do you Evaluate 
Conceptual Soundness?

• Evaluate the following factors:

‐ Data Integrity/Representativeness

‐ Bias

‐ Model Documentation/Explainability

‐ Parameter and Method Selection

35
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• Evaluation of Reporting Process

‐ Key Performance Indicators (KPIs)

 Alert to Request for Information (RFI) %, 

 Alert to Case Investigation %, 

 Alert to SAR %,

 Case Investigation to SAR %,

 Timeliness of Alert Clearing

Does Your Model Work For You?
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• Demonstrating the conceptual soundness of the models will be difficult if the math
behind the ML/AI theory used to design them is not well understood and
documented by the model developers, users and validators.

• ML/AI uses large volumes of structured and unstructured data, the dimensionality
of the ML modeling features is much broader and deeper, making it challenging to
ensure data integrity and representativeness.

• ML/AI models are difficult to explain and are often viewed as black boxes.
Assessment of the variable selection process and explainability of driving factors
become difficult due to the complexity and architecture of neural networks.

• MRM guidance requires that model documentation be comprehensive and
detailed so that a knowledgeable third party can recreate the model without
having access to the model development code.

Challenges with Conceptual Soundness

37
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• Rules‐based monitoring is costly and often less 
efficient.

• AML officers should ensure AI/ML systems are free of 
potential problems such as algorithmic bias.

• Developing in‐house tech talent may be the preferred 
option but outsourcing allows you to get industry best 
practices.

• BSA Departments should consider recruiting more staff 
based on non‐traditional compliance skills such a code‐
writing or data analysis.

What Should We Be 
Considering?
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Joint Statement on MRM
The April 9, 2021, joint statement to address industry questions regarding how the risk management principles 
described in the “Supervisory Guidance on Model Risk Management” (MRMG) relate to systems or models used 
by banks to assist in complying with Bank Secrecy Act/Anti‐Money Laundering (BSA/AML) requirements:

• The statement clarifies that it does not alter existing BSA/AML legal or regulatory requirements or establish new 
supervisory expectations, and that no specific model risk management framework is required.

• The MRMG is intended to provide flexibility in applying principles of risk management commensurate with a 
bank’s risk profile, and the complexity and materiality of its models.

• There is no specific or recommended organizational structure for BSA/AML system oversight; it may be 
conducted solely by the bank’s compliance area, a model risk management group, another functional area, or 
some combination of these functions. 

• Banks are ultimately responsible for complying with BSA/AML requirements, even if they choose to use third‐
party models to assist with their BSA/AML compliance programs. It is critical that banks understand how third‐
party models operate, ensure models are working as expected, and ensure they are tailored to the unique risk 
profile of the bank.
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The April 9, 2021, Joint statement to address industry questions regarding how the risk management
principles described in the “Supervisory Guidance on Model Risk Management” (MRMG) relate to systems
or models used by banks to assist in complying with BSA/AML requirements:

• Certain processes and systems used in BSA/AML compliance may not be models. The determination by a
bank of whether a system used for BSA/AML compliance is considered a model is bank‐specific. When
making this determination, a bank may consider the MRMG model definition and the three components
that characterize models.

• Banks may choose to use a third‐party model. When doing so, banks may consider the principles discussed
in the agencies’ third‐party risk management issuances and the aspects of the MRMG that address third‐
party models.

• Regardless of how a BSA/AML system is characterized, sound risk management is important, and banks
may use the principles discussed in the MRMG to establish, implement, and maintain their risk
management framework.

Joint Statement on MRM (cont.)
40
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Identifying the Right Model Risk 
Framework that Works for AML

New AML technologies that integrate with existing monitoring can create an iterative feedback loop to
improve both the legacy and new technology systems.

• Integration of new technologies can change culture by transitioning much investigation work to
technology and focusing human SMEs on substantive investigations.

• Retain and optimize many aspects of human subject matter expertise in existing AML models.

Set realistic expectations on the potential to automate AML models and activities versus to improve
performance of existing AML models and better align existing resources.

• ML/AI can improve efficiencies over existing monitoring systems and automate some decisions.

• Many model methods can be employed in AML risk rating for increased accuracy & efficiency.

Managing Model Risk in Innovation
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• With IA and RPA, you can transform your organization to serve 
employees, customers, and stakeholders better.

• Consider stacking (RPA for data pulling, ML for comparing data to 
stated patterns, AI for SAR/NSAR decision (auto‐filing)

• Don’t attempt a home run on the first pitch at bat; rather, just get 
on base and demonstrate progress

• Even one successful BOT data pull counts; a small victory is still a 
victory

• Even if ML models perform better than traditional models, the lack 
of explainability may cause ML/AI models to be restricted in use by 
model validation and MRM teams

• Document, Document, Document

Key Takeaways
42
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Questions?
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Follow Us!

LinkedIn:

Twitter:   

Facebook:

Website: 

Kaufman Rossin
Headquarters ‐ Miami
3310 Mary Street
Suite 501
Miami, FL 33133

305.858.5600

Kaufman Rossin
Ft. Lauderdale
One Financial Plaza
100 SE 3rd Avenue, Suite 2400
Fort Lauderdale, FL 33394

954.566.4400

Kaufman Rossin
Boca Raton
One Town Center Road
Suite 400
Boca Raton, FL 33486

561.394.5100

Kaufman Rossin
Naples
850 Park Shore Drive
Suite 200
Naples, FL 34103

239.302.4280

Kaufman Rossin
New York
405 Lexington Avenue
Suite 844
New York, NY 10174

888.680.5726

Kaufman Rossin
Dallas
15950 North Dallas Parkway
Suite 400
Dallas, TX 75248

Jason Chorlins, CPA, CFE, CAMS, CITP
Principal – Risk Advisory Services
305.857.6744
jchorlins@kaufmanrossin.com

Contact Us!



Advising businesses and their owners for 60 years in notable areas of specialty including 
domestic and international taxes, real estate, alternative investments, bank compliance 

and forensic/advisory services.

Won #1 Best Place to Work 10 times in South Florida Business Journal survey and Best 
Accounting Firm to Work For in the United States for 6 years.

A global alliance of independent accounting firms, providing access to cross‐border 
business solutions in 110+ countries with 850+ member offices and 4,240 partners 

worldwide.

What Our Clients Are Saying

Over 90% of our surveyed clients recommended us. Our 
rating is among the highest in the industry!

Kaufman Rossin surveyed over 1,000 clients. 
Here’s what they say: 

Our Awards

“Flexible approach to problem solving. Ability to adapt to different business 
models while still accurately conveying tax advice.”

“Because the team at KR has always proven to be top professionals that are very 
knowledgeable and super motivated to help their clients, I recommend them to 

other colleagues every chance I get.”

“The professionalism and expertise we receive is reassuring and helps us make 
proper financial decisions both on a personal and corporate level.”

“We’re very pleased with the team’s professionalism and responsiveness to our 
many questions over the past 4 years with KR. I would highly recommend KR to 
any business looking for a great auditor or other related professional services.”
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Thank you!
At Kaufman Rossin, it’s our business to make joy your bottom line. We’re one of the top 100 accounting and advisory firms in the U.S., with 60 years of 
practice and clients throughout the world. We take that responsibility to heart. Whether you need consulting, tax, assurance or accounting, we bring 
technical mastery, collective intelligence and integrity to our work for every client. It’s the listening, understanding, innovating and caring of our 400+ 
professionals that brings joy to our clients – they gave us 4.9 stars, among the highest client satisfaction rating in the industry.
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Introduction – Stealing Freedom for Profit 
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Myths and Misconceptions

Human trafficking does not occur in the United States. It only happens 
in other countries.

Human trafficking victims are only foreign born individuals and those 
who are poor.

Human trafficking is only sex trafficking.

Myth

Myth

Myth
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Myths and Misconceptions

Individuals must be forced or coerced into commercial sex acts to be 
victims of human trafficking.

Human trafficking and human smuggling are the same.

Human trafficking victims will attempt to seek help when in public.

Myth

Myth

Myth
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Human Trafficking Recap
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Smuggling Trafficking

Crime against a border Crime against a person

Transportation based Exploitation based

Requires border crossing No border crossing required 

Voluntary Involuntary

HUMAN TRAFFICKING

Human Smuggling vs. Human Trafficking
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Who are the victims?

40.3 Million victims of human 
trafficking globally

Estimated 403,000 victims in the 
United States 

9



Who are the victims?

• Men, women and children

• Any age, race, gender 

10

• Any nationality

• Anywhere in the world 



The United Nations Report - 2018

79% of them are being exploited as 
sexual slaves. 
20% of these are children.

40.3 million people across the 
globe are victims of human 
trafficking.

18%
exploited as 
forced labor 
(worldwide)

Two out of 
every three 
victims are 

female

Women make 
up the largest 
proportion of 

traffickers

$150 Billion 
industry worldwide

11



For what are they enslaved?

• Sex Trafficking (minors and adults)

• Forced Labor (involuntary servitude)

• Debt Bondage

• Involuntary Domestic Servitude

• Child Soldiers

Victims of trafficking are often lured into 

enslavement by the promise of a better life or 

a new opportunity, only to find themselves 

trapped in exploitation
12



The United Nations Report

$32 
Billion

$90 1 in 100

Annual income 
for human traffickers

Average cost 
of one human 

Odds of rescue 
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• Lack of social safety nets

• Poverty/economic hardship

• Demand for cheap labor

• Political instability/armed conflict

• Natural disasters  

• Criminal activity

• Immigration status

Victims Vulnerable to 
Trafficking

14



Common victim profiles

• Migrant Workers 

• Drug addiction

• Romantic “Grooming” victims
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A Victim’s Story

At first, I thought he was my boyfriend. Then he 

convinced me to have sex with strangers to make 

money. He was my pimp. I was 15 years old. I was 

being advertised on the internet and sold for sex to 

support my ‘boyfriend’

—

Jessica

Sex trafficking survivor
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Almost “every popular social 
media site” is used to recruit 
sex trafficking victims. 
—
Source:  FBI 
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The Global Landscape
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COVID-19 & Human Trafficking

Human trafficking caused by the pandemic is rapidly increasing

• Many more vulnerable people
• Isolation

• Unemployment

• Lack of access to critical services

• Substance abuse

• Web traffic increase

• Need for “cheap” labor

19



Ukrainian Refugees and Trafficking Risks 

• 2.5 million have fled Ukraine, including more than a million children

• Increased vulnerability with women and children needing money and 
immediate assistance

• Sexual exploitation, forced labor, domestic slavery and organ removal are 
serious concerns

• Several attempts to stop abductions have been stopped in     border states

20



Tracks progress in the fight against human trafficking
Ranks countries, including our own, by Tier Placement 



Message from the Secretary of State

“The use of human trafficking by 
terrorist groups, such as ISIS and Boko 
Haram, not only reflects the brutality 
of these groups, but also acts as a 
means by which terrorist organizations 
recruit adherents and finance their 
operations. Combating human 
trafficking is… an issue that threatens 
international peace and security.”



Tiers Guide

Tier 1 
Fully comply with standards

Tier 2
Do not meet standards, but are making significant efforts

Tier 2 Watch List 
Do not meet standards, are making significant efforts, but 
have significant level of concerns

Tier 3 
Do not comply and are not making efforts

23





25



26



27





29



30



Russi
a

China

Australia

Brazil

Nigeria
Ghana

Saudi
Arabia

Colombia
India



https://www.state.gov/reports/2021-
trafficking-in-persons-report/

Full List of Tier Placements

32

https://www.state.gov/reports/2021-trafficking-in-persons-report/
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Common Typologies & Cases



Where are the traffickers?

Sex Trafficking:

• Escort services

• Residential sex trafficking

• Illicit massage businesses

• Outdoor solicitation

• Pornography

34



Finance Industry and Human 
Trafficking

The financial services 
industry intersects with 92% 
of the various types of 
human trafficking.

SOURCE: NATIONAL HUMAN TRAFFICKING HOTLINE

https://www.americanbanker.com/list/6-takeaways-from-bank-m-a-in-2019?tag=00000151-16d0-def7-a1db-97f03ca50000
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Financial transactions are evidence that 
can be used to prosecute a trafficker

Escort

• Personal 

banking

• Credit & debit 

cards

• Money 

services

Health/ 

Beauty

• Commercial 

banking

• Money 

services

• Payroll checks

Bars/Clubs

• Personal and 

commercial 

banking

• Credit and debit 

cards

• Money service

• Payroll checks

Hospitality

• Commercial 

banking

• Money services

• Retail check 

cashing

• Payroll checks

Domestic 

Services

• Personal 

banking

• Money 

services

• Payroll checks



Where are the 
traffickers?

Labor Trafficking:

• Agriculture and animal husbandry

• Domestic work

• Construction

• Restaurants and food service

• Hospitality
37



Abuse in Our Food  

“But I was promised $11 an hour,” he protested. Manuel had been 

recruited in Guanajuato, Mexico to work on a potato farm in North 

Carolina. The recruiters charged Manuel and 40 other Mexican males 

$1,200 each for their H-2A visa, despite these fees being illegal.

When Manuel and his coworkers tried to complain, their supervisors 

physically abused them and threatened to have them deported. By the end 

of the season, despite his 12-hour workdays, Manuel hadn’t even earned 

enough money to cover his recruitment fee.

3838



Tyler was thirteen when he found leftover oxycodone in his 
parents’ medicine cabinet and got high for the first time. Over the 
next four years, he became addicted to drugs, eventually 
switching to heroin. His cousin Dwight was a drug dealer and told 
Tyler if he wanted to keep getting drugs, he would have to work 
for it.

That’s how Tyler ended up living in Dwight’s house and selling sex 
for drugs. Dwight didn’t give him any of the money he earned and 
forbade him from telling the rest of their family what he was 
doing. When Tyler tried to leave, Dwight threatened him — and 
then took advantage of Tyler’s addiction to keep him there.

Addiction & Abuse

39
39



Website Personal Ads & Dark Web



In Plain Sight



“Are you looking for Backpage Chicago Escorts?  Were you the 
frequent visitor of Backpage Chicago Escorts?  Are you the one 
who miss Backpage Chicago Escorts?  Then you are at the right 
place, finally you found the best alternative option of Backpage 
Chicago Escorts. Explore our categories and find the useful 
solutions to satisfy your needs.”

Note: Actual text from website; these are NOT the presenter’s typos 
or grammatical errors.



We’re Back! Bedpage.com



Bedpage.com



Detect and Report
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Red Flags



Hiding 
money

Lifestyle
mismatch

Supervising 
account 
holder in 
bank

Follow the Breadcrumbs

Low/$0 
paychecks

Structured 
deposits

Employer 
listed on 
employee 
bank 
account

$0 deposits 
on checking 
account

Multiple 
deductions 
on paystubs

Trafficker/
employer
used victim’s 
account

4

5

6

7

8

9

1

2

3



Cryptocurrency Red Flags

Small transactions

Night transactions

Trafficking combo

(Hotel, food, car rental, 
convenience stores, etc.)

Adult sites

Token 
exchange

(SPANK, 

BOOTY, etc.)



Victim Indicators

• Accompanied by a controlling person or boss; not speaking on own behalf 

• Lack of control over personal

schedule, money, I.D., travel documents 

• Transported to or from work; lives

and works in the same place 

• Debt owed to employer/crew 

leader; inability to leave job 

• Bruises, depression, fear,

overly submissive

• A juvenile engaged in commercial sex acts



FinCEN Guidance
• Several Red Flags

• SAR Narrative Guidance –

• Check the Human Trafficking box ( ) on the SAR form

• In the narrative, use the keyword “Human Trafficking” and reference 
the advisory notice 

• Reference “Human Trafficking FIN-2020-A008” in field 2 on SAR form 
(Filing Institution Note to FinCEN) 

FIN-2014-A008 FIN-2020-A008

50

https://www.fincen.gov/sites/default/files/advisory/FIN-2014-A008.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-15/Advisory%20Human%20Trafficking%20508%20FINAL_0.pdf


Red Flags

Customer Profiles

Customers with excessive number of accounts

Businesses and industries easily exploitable by traffickers – immigration 

attorneys or labor intermediaries that handle visa paperwork

Consumer customers with discrepancies between account funding and 

known customer profile

51



Red Flags

Transaction Traits

High volume of round-dollar deposits via wires, ACH, or cash in the range of 

$2,000-$3,500

Excessive interstate or intrastate cash deposits less than $1,000 each at 

multiple branches daily

Cash deposits just below the currency transaction reporting threshold but 

deposited at several branches

52



High volume of debit card/credit card transactions using specific 
merchants’ codes

Airline, rental car, bus, or taxi charges in multiple cities or states

Excessive Red Box (movie) and fast food charges  

Excessive hotel charges and high percentages of purchases made at high-
end merchants, casinos, etc.

Red Flags

53



Red Flags

Extensive payments to web advertisers that cater to the sex industry

Extensive purchase of money orders to pay bills

Wire transfer activity inconsistent with customer’s business

Wires to/from origin or staging countries that are inconsistent with 
customer’s known profile

54



Manual Transaction Monitoring

• Look at rounded dollar amounts under the SAR reporting threshold- this should 

be risk based

• Cash deposits less than $1000 with multiple branches

• Watch for payments to web advertisers – use keyword searches

55



Call 911 if an emergency



• Train front line staff

• Look for patterns, crypto, small dollar amounts

•Use keywords

• If it doesn’t look right, report – you might save a life

https://www.abrigo.com/whitepapers/human-trafficking-red-flags/

57

Key Takeaways

https://www.abrigo.com/whitepapers/human-trafficking-red-flags/
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Questions?

60



Resources
• US Department of State - https://www.state.gov

• Department of Homeland Security - www.dhs.gov/blue-

campaign

• Immigration and Customs Enforcement – www.ice.gov

• United Nations Office on Drugs and Crime-www.unodc.org

• Financial Action Task Force (FATF)– www.FATF-GAFI.org

• PolarisProject.org – www.polarisproject.org/human-trafficking

• Human Rights Watch – www.hrw.org

• United Nations – www.un.org/en/

• Financial Crimes Enforcement Network - FinCEN.gov

https://www.state.gov/j/tip/rls/tiprpt/2018/
http://www.dhs.gov/blue-campaign
http://www.ice.gov/
http://www.unodc.org/
http://www.fatf-gafi.org/
file:///C:/Users/Terril/OneDrive - Bankers Toolbox/Articles/2018/www.polarisproject.org/human-trafficking
file:///C:/Users/Terril/OneDrive - Bankers Toolbox/Articles/2018/www.hrw.org
file:///C:/Users/Terril/OneDrive - Bankers Toolbox/Articles/2018/www.un.org/en/
FinCEN.gov


Thank You

Terri Luttrell, CAMS-Audit
Compliance & Engagement Director

Terri.Luttrell@Abrigo.com

512-279-5786
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Today’s Presenters
Expertise in financial services, program development 
and regulatory oversight.

PETER SU
NATIONAL ACCT MANAGER

psu@greencheckverified.com

STACY LITKE
BANKING COMPLIANCE

slitke@greencheckverified.com
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What is Green Check?
A complete solutions for
banking cannabis

We offer purpose-built software, 
combined with expert advisory 
services and a rich partner ecosystem 
to deliver fully compliant, efficient and 
profitable cannabis banking programs.
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The Anatomy of Successful Cannabis Banking Programs: 
Risk Management, Operations and Governance

● Examiner expectations and legal hurdles

● Governance best practices

● Advanced due diligence and risk management

● Building sustainable operations

● An inside-look at a successful program in California
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Examiner 
Expectations 

5
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Providing Financial Services to the Cannabis Industry

● Disconnect between Federal and State laws raises concerns around compliance with 
BSA/AML regulations

● FinCEN provides guidance for providing services to marijuana-related businesses.  “This 
FinCEN guidance should enhance the availability of financial services for, and the 
financial transparency of, marijuana-related businesses.”

● All primary regulators (OCC, FDIC, Fed, NCUA) have clients that are providing services
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Examiner expectations

● Understand the risks of banking the industry, and the impact to your institution from 
both a risk and reward perspective, be sure to charge adequately to cover additional 
workload and risk

● Consistent and thorough monitoring of MRB and their activity to demonstrate that only 
state legal activity and the associated funds are entering the financial system

● Timely and thorough filing of CTRs and SARs

● Ability to gracefully exit the line of business should the environment change either at the 
legal level or with your financial institution strategy

● Conference State Banking Supervisors (CSBS) - Cannabis Banking Job Aid
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Risks to mitigate - Loans

● Lack of knowledge around the industry in terms of structuring, pricing and underwriting 

loans as well as lack of exposure to cannabis industry financials

● Loans could impact excess loan limits to one industry/segment/borrower

● Lack of familiarity with State requirements around foreclosure and distribution of 

collateral owned by MRBs

● Increased risk rating of the overall loan portfolio 

● Loan loss reserves may not be adequate to cover sizable loans made to cannabis 

businesses

● Failure to create an exit strategy should the legal environment change in your state
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Governance Best 
Practices

9
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Managing a cannabis banking program

Board Involvement - board evaluation and approval of program, regular reporting as to the 
size and performance of the program

Risk Assessment - evaluation prior to program, at least annually thereafter, or as program 
changes

Asset Liability Management – monitor the impact of incoming deposits to the balance sheet, 
anticipated fee revenue, expenses, investment opportunity and exit strategy factors

Policy Review– review the cannabis banking policy at least annually to adjust for changing 
market, regulatory or examiner environment

Complaints and Feedback – categorize any complaints specific to cannabis in complaint 
policy reporting, including any feedback that has been heard within the community
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Tips from a successful cannabis banker

● Understand your market

● Network within Centers of Influence

● Don’t hem yourself in with a restrictive policy

● Appoint a champion to own the program

● Internal alignment on goals is critical
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Advanced Due 
Diligence

12
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Four critical cannabis banking workflows

1. Initial Due Diligence and Account Onboarding | Risk Rating

a. Confirm state licensing information and beneficial ownership

b. Review likelihood of compliance with rules and priorities

2. Sales Validation

a. Ensure that dollars deposited are the result of state-legal sales

3. Ongoing Due Diligence and Account Monitoring

a. Licensing, media monitoring, peer group analysis, financial review

b. Account monitoring for normal and expected behavior

4. FinCEN Reporting

a. Suspicious Activity Reports and Currency Transaction Reports
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Fundamental Due Diligence Requirements

I. verifying with the appropriate state authorities whether the business is duly licensed and registered;

II. reviewing the license application (and related documentation) submitted by the business for 
obtaining a state license to operate its marijuana-related business;

III. requesting from state licensing and enforcement authorities available information about the business 
and related parties;

IV. developing an understanding of the normal and expected activity for the business, including the types 
of products to be sold and the type of customers to be served (e.g., medical versus recreational 
customers); 

V. ongoing monitoring of publicly available sources for adverse information about the business and 
related parties;

VI. ongoing monitoring for suspicious activity, including for any of the red flags described in this guidance; 
and

VII. refreshing information obtained as part of customer due diligence on a periodic basis and 
commensurate with the risk.
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Where should Sales Validation data come from?

Point of Sale (Dispensary)

Used to manage retail inventory

Validates purchase against any limits imposed 
by the regulatory authorities or physician 
recommendations

Top 5 POS Vendors in 2021

● Green Bits

● BioTrack

● Flowhub

● MJ Freeway

● Leaflogix

Source: Cannabiz Media

Invoicing (Grower, Processor, Lab)

Records the sale of product throughout the 
supply chain up to the retail point of sale

Common solutions:

● Quickbooks

● Sage Intacct

https://www.cannabiz.media/blog/point-of-sale-software-in-the-cannabis-industry-2021-report
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Required Data

Point of Sale (Dispensary)

● Verifying sales (B2C) via point of sale 
software (LeafLogix, Treez, etc.)

● Commonly required details:

○ Purchaser eligibility

○ Product details

○ Method of payment

○ Tracking consumption limits
where/when applicable

○ Hours of operation

Invoicing (Grower, Processor, Lab)

● Verifying sales (B2B) activity via 
Quickbooks, Sage, etc.

● Commonly required details:

○ Purchaser / vendor

○ Products & quantities

○ Payment type
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But what about Seed-to-Sale?

S2S performs two primary roles:

● Helps the state or territory monitor for diversion of product in the supply chain
● Helps the state collect revenue information for tax purposes

California S2S solutions are:

● METRC 
● Biotrack 

California’s Marijuana Program is operated by the Department of Cannabis Control in cooperation with 
the California Department of Public Health (CDPH) and the California Department of Food and Agriculture 
(CDFA).  Licensees are required to submit data to the state’s cannabis tracking system, METRC, and will 
be required to maintain records and logs of the following business information.

The California Cannabis Authority (CCA), a public entity established by county governments in California 
to develop and manage a statewide data platform for data related to cannabis regulation, tracking, and 
taxation for the following six counties in California: Humboldt, Mendocino, Monterey, San Luis Obispo, and 
Yolo. The CCA has chosen BioTrack has their first approved software vendor. For more information on the 
CCA choosing BioTrack as an approved vendor
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How does data get into the S2S system?

Manual Entry Software Integration

POS Invoicing & 
Accounting

Run Report

Received by 
regulatory 

agency

POS Accounting

Automatic 
upload to 

S2S

Received by 
regulatory 

agency

Manual data 
entry in S2S
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Normal and Expected Activity
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Building 
Sustainable 
Operations

20
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Program costs and staffing considerations

Manual Program (20-25% of Revenue)

● Collecting documentation through fax, 
email, etc

● Review documentation, record review and 
approval

● Set calendar invites to review licenses
● Receive daily transaction spreadsheets to 

compare and record legal sales to deposits
● Manually filling out SARs and staying on top 

of ongoing reports
● Tracking program performance in multiple 

spreadsheets with complex pivot tables, etc
● Expensive ongoing training requirements

Automation (10-15% of Revenue)

● CRB uploads all documents securely 
through web-based portal

● Workflows for:
○ Reviewing documentation and 

approval audit trail
○ Reconciling incoming deposits to 

sales
○ FinCEN Reporting (CTRs and SARs)

● Automatic transaction verification against 
state compliance rules

● Account Monitoring
○ 360 insight into program 

performance
○ Board reporting
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Bringing Value 
Beyond Fees & 
Deposits

22
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Discussing alignment with strategic goals

Pursue InnovateAccommodate

• Support a small 

number of known 

clients

• No growth plans

• Less than 10 MRBs

• Actively seek deposits 

and/or fee revenue

• Moderate size 

program with focus on 

commercial services

• 10-100 MRBs

• Strategic line of 

business

• Maximize opportunity

• Lending, Insurance, 

Wealth Management

• 100+ MRBs

1 2 3
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Case Study

24
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Modeling a cannabis banking program - Board Approval

Risk assessment model - comprehensive analysis of your institution’s current control 
environment, what controls are needed to bank the cannabis industry, and determining what 
gaps exist

Financial model – multi-year proforma that analyzes the impact of incoming deposits to the 
balance sheet, anticipated fee revenue, expenses, investment opportunity and exit strategy 
factors

Operations model – building the infrastructure to support onboarding, cash handling, 
deposit reconciliation, ongoing monitoring, additional filing workload, enhanced scrutiny of 
high risk transactions and customer support

Marketing model – discreet or public offering, finding MRBs in your market area, building a 
successful program that meets your strategic goals
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Pursue

Client: $8 Billion Regional Bank in California

Challenge: 

Loan growth has been steady in their region and they are current at 87% LTD.  Need low cost 
deposits, ideally from the small business community to align with strategic goals. Rising rates 
has caused some deposit run-off and keeping up with the “rate wars” could get expensive.

Goals: 

● Organic deposit growth without high cost of funds in raising rate environment

● Increase non-interest revenue through fee income for new accounts and additional 
commercial services

● Cover expenses of high risk line of business

● Fund new loan opportunities in the region
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Pre-program Metrics
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Pace What are your overall program goals and what pace will you 
build your program at? 

Pricing | Current Market What is the current pricing in your market?  Who are your 
competitors? Will the market change over time?

Approach Will you run your program manually? Or will you implement 
software? How many FTE will you need to be successful? What 
is the cost of the software?

Lending What portion of these deposits will be available for lending 
out? What is the current loan demand? Will you lend directly 
to MRBs?

Financial Model considerations
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Organic Growth and Revenue Opportunities

● Average sales per MRB are approximately $250,000 per month

● Fixed monthly fee of $1,000 per MRB

● Target of 175 MRB accounts by year 5 (2.5% of market share)

● Reserve 20% of cannabis deposits for exit strategy, remainder available for lending

● Average portfolio yield 4.15%

● Payroll, ACH origination

● Wires

● Online banking

● Employee accounts
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Challenges in California

● High taxes

○ Price of legal marijuana is ~50% higher than on the illicit market

● Size of illicit market

○ As estimated 75% of cannabis sold in California comes from unlicensed sources

● Unequal access to legal marijuana

○ Around 70% of California municipalities have banned marijuana businesses
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Where does the revenue come from?
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Q&A
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Let’s stay connected!

Green Check Verified

https://www.linkedin.com/company/green-check-inc/

www.greencheckverified.com

Peter Su

https://www.linkedin.com/in/petersu/

Stacy Litke

https://www.linkedin.com/in/stacy-litke-2247195/

https://www.linkedin.com/company/green-check-inc/
http://www.greencheckverified.com
https://www.linkedin.com/in/petersu/
https://www.linkedin.com/in/stacy-litke-2247195/
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Introduction - FFIEC

• The Federal Financial Institution Examination Council

• A formal interagency body that prescribes principles, standards and report 
forms for the federal examination of financial institutions by the Board of 
Governors of the:

• FRB, FDIC, NCUA, OCC, CFPB

• State Liaison Committee (SLC)

• Contains representatives from the Conference of State Bank Supervisors (CSBS), American 
Council of State Savings Supervisors (ACSSS), and the National Associate of State Credit 
Union Supervisors (NASCUS)
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Exam Manual

• These agencies all came together to create an examination manual

• Written for examiners

• Recognizes the regulatory exam burden for FIs

• Emphasizes a “risk-focused” approach for exams

• Exam scoping for each FI will vary

• Link to current exam manual: https://bsaaml.ffiec.gov/manual

5
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Risk-Focused Approach

• July 2019: 

• Issued a “joint statement” to emphasize the “risk-focused” 
approach to bank BSA examination

• Common practices defined:

• leveraging available information, including the bank’s BSA/AML risk assessment, independent 
testing or audits, analyses and conclusions from previous examinations, and other information 
available through the off-site monitoring process or a request letter to the bank

• Contacting banks between examinations or prior to finalizing the scope of an examination

• Consider the bank’s ability to identify, measure, monitor and control risks

6



Examiner Expectations

7

• Principles, standard and report forms for:

• Vendor Management

• Policy Integration/Policies and Procedures

• Governance Structure

• Calibration

• Data Validation

• Training

• Staffing



Vendor Management

• Due diligence is critical in assessing and selecting vendors

• Audits?

• Ensure comprehensive vendor risk assessments

• Back-up plans for a breach

• Risks identified – outsourced to domestic vendor? Foreign?

• Document, document, document!

8



Policy Integration

• Have all stakeholders in the company been involved in creation of BSA/AML policies? 
Have all reviewed the policy and can easily access it?

• Can they adequately explain and train on their portion of the policy?

• For example, front line staff – do they know what to do if they spot potential 
structuring? 

• Policy and Procedures must be in line with BSA requirements

• Staff must be trained on procedures and updated on a regular basis

9



Governance Structure

• “Must have a comprehensive BSA/AML compliance program that addresses the BSA 
requirements applicable to the operations of the organization”

• Financial institutions have discretion when structuring and managing governance

• Consolidated across departments, or less centralized?

• For example, training may be managed centrally

• Program should reflect the FI’s business structure, size and complexity

10



Calibration

• Has the AML monitoring system been calibrated or optimized?

• Above the line, below the line testing?

• Have the reasons for calibrating or optimizing the system been documented?

• Does documentation justify the deactivation of certain rules/reports/scenarios within 
the AML monitoring system?

11



Data Validation

• Has an independent third-party completed a model validation?

• If no independent model validation, has the data flowing from the FI’s core system to 
the FI’s AML monitoring system been reviewed for errors?

• Are you missing any CIP information on your customers in the AML monitoring 
system?

• Are you confident that the data is correct for accurate transaction monitoring?
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Training

• Have all employees received BSA training within the past 12 months?

• Has the Board of Directors received BSA training within the past 12 months?

• Is the training tailored to the employee’s role at the financial institution?

• Are you keeping track of the trainings completed and if so, are they organized and up-
to-date?

13



Staffing

• Are your staff qualified and trained for their role at the financial institution?

• Is the staff sufficient to ensure that all BSA/AML program requirements are satisfied in 
a timely manner?

• Have you completed a Staffing Assessment?

• Are you behind in alert reviews? EDD reviews? CTR filings?

• Can’t take time off or else the workload will fall further behind?

• These can all be red flags that the staffing levels are not adequate

14



Preparation

• Determine the scope of the exam

• Review and outline logistics

• Obtain Request Letter

• Identify potential issues with items being requested as you may need to 
contact your vendor for help

• Follow the Boy Scout motto: “Be Prepared”

• (Technically the Boy Scouts of America is also the “BSA” ☺)

15



Preparation

• Identify a “point person” to handle requests

• Sit down with your Risk or BSA committee(s)

• Do you maintain an internal audit team?

• Arrange accommodations for the examiners (maybe not so much 
anymore!)

• Commit resources to the exam (staffing levels important)

• Delegate and communicate

16



Preparation

• Review and update risk assessment (including OFAC)

• Evaluate independent testing documentation (audit)

• Ensure your BSA training is up to date and documented

• Transaction testing

• Have updated data validation (or model validation)

17



Preparation

• Evaluate your model risk

• Review and remediate former areas of concern

• Review Board reports

• Review transaction monitoring program

• Optimize AML software if applicable

• Update Business Continuity Plan

18



Preparation: Hot Topics

• COVID-19 has upended and changed the way exams are being 

conducted

• Many have been remote

• You need to show that COVID-19 Fraud is being monitored 

and accounted for during the exam, especially if the financial 

institution was involved in lending PPP funds to customers

19



Other Considerations

• Do you help maintain a “Culture of Compliance” at your institution?

• Is company leadership involved in this culture?

• Do you have a strong governance structure, with everyone involved?

20



Findings Remediation

• Is the issue isolated or systemic?

• You must analyze the root cause of the issue

• Develop a remediation and communication plan

21



Audits vs Exams

• If you conduct internal or external audits, you should try and remediate any issues 
found prior to your exam

• It helps to create a “tracker” document so you can keep track of your progress in 
remediation

• Ensure these issues are remediated before your next exam

• Same with previous exam findings

• If you don’t fix it, you will get punished!!
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Common Exam Findings

• Gaps in the CDD Onboarding Process

• Failure to conduct high-risk reviews or maintain documentation

• Procedures do not match board-approved documents

• Risk Assessment is not thorough enough or not up-to-date

23



Common Exam Findings

• AML monitoring system has never been calibrated or optimized

• Using default values

• No model validation has been performed on the AML monitoring system

• Repeat findings or inaction from the financial institution

• COVID fraud not being monitored

24



AML Act of 2020

• Expands Whistleblower Protections and Rewards

• Will establish a beneficial ownership registration database to be implemented 
by FinCEN

• Enhancement of BSA penalties for repeat and egregious violations

• Expanded subpoena power

• Codifies the “Risk Based Approach”

25



AML Act of 2020

• The Act also includes:

• SAR and CTR Form formal reviews for efficiencies and modernization

• Virtual currency designation

• Model Validation and how it applies to AML/CFT

• Antiquities Dealers included in scope of BSA programs for 1st time

• Creates a “safe harbor” for keeping accounts open for law enforcement

26



AML Act of 2020

• Section 6216 of the AML Act requires a review of current BSA regulations for 
improvements

• The purpose of the review is: 

• To ensure the Treasury provides appropriate safeguards to protect the financial system from 
threats

• To ensure that regulations and guidance implementing the BSA continue to require certain reports 
or records that are useful in countering financial crime

• To identify regulations and guidance that may be outdated, redundant, or do not promote a risk-
based ATM/CFT compliance regime

27



AML Act of 2020

• The law directs the Treasury and FinCEN to review and revise the CDD rule 
(Beneficial Ownership) within one year of the new regulations

• An effort to reduce the burden on financial institutions

• Collection will be unnecessary or duplicative with new regulations

28



Notice of Proposed Rulemaking

• FinCEN just recently released an NPRM concerning the reporting of beneficial 
ownership information

• Open to public comment on the potential rule until 2/7/22.

• Is the implementation of the CTA’s beneficial ownership information (BOI) 
reporting provisions

29



Notice of Proposed Rulemaking

• The proposed rule describes:

• Who must file a BOI report:

• “Reporting companies” both Domestic and Foreign

• Similar entities that banks and credit unions are required to capture beneficial 
ownership information for now

• LLCs, Corporations, Partnerships, Business Trusts, etc.

30



Notice of Proposed Rulemaking

• What information must be reported:

• Beneficial Owner information 

• (Name, DOB, Address, TIN #)

• Owner(s) 25% or more, or Control of entity
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Notice of Proposed Rulemaking

• When a BOI report is due: 

• Depends on whether formation occurred before or after the regulation, 
updating ownership, or correcting erroneous reports

• Before Regulation: 1 year

• New (after regulation): 14 days

• Updates: 30 days

• Corrections: 14 days

32



AML Act of 2020 Preparation

• Inform your Board of Directors of the AML Act of 2020 and potential 
changes in regulations

• Evaluate your BSA/AML processes, you may need technology to help 
streamline a process

• Develop an “Action Plan” and update once the regulations and guidance 
are written

• Update your policies and procedures to account for any regulations already 
in effect

• Be Proactive!
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Keys to Success

Centralize Communications

Be Honest and Forthcoming

Build that personal relationship

Keep Promises

Cooperate

Be Responsive



Key Takeaways

1. Understand Exam Expectations

2. Communicate effectively and often

3. Be Proactive and Prepare – Not Reactive

4. Internal or External Audits can help you 
prepare for the Exam

5. Review Common Findings

6. Prepare for AML Act of 2020 Changes

7. Pick Your Battles!



Questions?



Additional Resources

Abrigo.com – Access whitepapers, webinars, 
news, events, and more

Abrigo’s BAM+ – BAM+ adjusts to your specific 
needs to better detect, manage, and resolve 
suspicious financial activity

Advisory Services - Fighting financial crime is a 
never-ending task. Our team of experts is here 
to help.

Get In Touch

Abrigo
info@abrigo.com

https://www.abrigo.com/
https://www.abrigo.com/software/bsa-aml-and-fraud/bam/
https://www.abrigo.com/advisory-services/bsa-aml-and-fraud/
mailto:info@Abrigo.com


Thank You
kevin.gulledge@abrigo.com
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Today’s Speaker

B.J. Moravek, CGSS
Director of AML and Sanctions – Risk Advisory Services

202.494.8234
bmoravek@kaufmanrossin.com

• Assist clients with complex BSA/AML and Sanctions compliance and investigative matters

• Directs BSA/AML consulting engagements including transaction look-backs, risk assessments, independent 
testing of compliance, and model validations and calibrations

• Over 35 years of experience in banking, regulatory compliance, and financial crimes investigation to include 
the United States Secret Service, FinCEN and the Office of the Comptroller of the Currency

• A federally designated expert in BSA 
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Trade Finance

Trade finance typically involves short-
term financing to facilitate the import 
and export of goods.

Importer wants to buy 
goods.

Importer wants to 
postpone the payment 

until the goods are 
received.

Risks inherent to trade:

• Uncertainty over the timing of payments between the buyer 
(importer) and the seller (exporter).

• Cannot guarantee the quality and condition of products.

• Creditworthiness for new or less-established relationships 
between the buyer and the seller.

Exporter wants to sell the 
goods.

Exporter wants to receive 
the money earlier in the 

trade process.
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Trade Finance (cont’d.)

Trade finance offers different methods of payment that may mitigate some of the risks inherent to trade, 
especially for international transactions.

Cash-in-Advance:

Exporter receives the payment directly from the 
importer (e.g., as a wire transfer, International 
ACH, credit card transaction, etc.) before it ships 
the goods.

Letter of Credit (LC):

Importer’s bank agrees to pay the exporter if the 
terms and conditions stated in the LC are met, 
after the bank verifies documentation. LC is a 
credit instrument and a contractual agreement. 
The importer pays a fee to its bank for this service.

Documentary Collections:

Importer’s bank pays exporter, after collecting 
documentation with payment instructions, indicating 
the shipment of goods (e.g., Bill of Lading).

Open Account:

The goods are shipped and delivered before payment 
is due, based on mutual trust between the parties. 
Typically, in 30, 60 or 90 days for international trades.

Consignment:

Payment is sent to the exporter only after the goods 
have been sold by the distributor to the end 
customer.

For the Exporter

For the Importer

More 
Secure

Least 
Secure

Least 
Secure

More 
Secure
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Trade Finance (cont’d.)

Roles of the financial institutions:

Role of the 
Bank

Letters of Credit Documentary Collection

Exporter’s Bank
Receives the LC and applies payment to 
exporter’s account

Sends documentation with payment 
instructions to importer’s bank.

Importer’s Bank
Sends the LC (via SWIFT Network) to the 
exporter’s bank. Executes payment

Collects documents, informs importer, 
processes payment

Issuing Bank
Is the importer’s bank. Must pay the 
exporter regardless of whether it will be 
reimbursed by the importer.

N/A

Advising Bank
May be the exporter’s bank. Its primary 
purpose is to authenticate the LC and all 
supporting documentation.

N/A

Confirming Bank

May be the same as the advising bank, 
or not. Has an obligation to fully confirm 
the LC and pays the exporter regardless 
of whether it will be reimbursed by the 
issuing bank.

N/A

Correspondent 
Bank

May provide correspondent banking 
services to any of the other banks. May 
be the same as the advising or 
conforming bank.

Acts as intermediary for either end of the 
transaction. Grants access to a market that 
foreign banks would not otherwise have 
access to.
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Trade Finance (cont’d.)

Roles of the financial institutions:

Banks can act as 
either:

On behalf of their own customers 
(exporter and importer). As a result, 

they must know the customers 
(KYC) information on these parties.

As a correspondent bank of the 
exporter or importer’s bank. 
Therefore, they do not have 

information on the underlying 
parties.

In this case the bank knows 
that it is a trade transaction 

and may conduct due diligence 
a priori (from the former).

In this case the bank does not 
know that it is a trade finance 
transaction. The transaction 
may resemble a regular wire 

transfer.
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Trade Finance 
(cont’d.)

Standby Letter of Credit (SBLC):

Definition

A SBLC is a guarantee of payment issued by a financial institution on 
behalf of a customer. It is the “secondary” or “last resort” payment 

option, if the customer fails to fulfill a contractual commitment with a 
third party.

Similarities between LC & SBLC

Both are irrevocable.

Both are conditional 
payment promises 

given by trusted 
financial institutions.

Both have a 
documentary nature.
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Trade-Based Money Laundering

What is Trade-Based Money Laundering (TBML)?

• TBML is the process of disguising the proceeds of crime and moving value 
using trade transactions to legitimize their illicit origins.

• In practice this can be achieved through the misrepresentation of price, 
quantity or quality of imports or exports. 

• Hundreds of billions of dollars a year are laundered using trade-based 
methods.

Basic TBML Techniques:

• Over- and under-invoicing of goods and services.

• Multiple invoicing of goods and services.

• Over- and under-shipments of goods and services.

• Falsely described goods and services.
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Trade finance is vulnerable to money laundering and terrorist finance activity due 
to the potential involvement of:

• Multiple banks.

• Multiple parties in the trading chain.

• Parties in multiple countries.

• Diverse and complex documentary requirements.

Additional challenges are: 

• Its difficult to readily identify the fair market value of goods, and quality may affect 
value.

• Documents may have been fictitiously created by money launderers.

• Due to the complexity of the transactions, there is a lack of visibility of all involved 
parties or access to KYC information.

Trade-Based Money Laundering (cont’d.)

11
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Examples of Trade-Based Money Laundering:

The U.S. Treasury Department’s Financial Crimes Enforcement

Network (FinCEN) ordered about 700 electronics exporters in the

Miami area to report to FinCEN all currency transactions in order to

try “to shed light on cash transactions that may be tied to trade

based money laundering schemes.”

A U.S. toy company was used to launder over $8 million for

Columbian drug traffickers. The owners, sisters, were sentenced to

3+ years in prison.

In that case the U.S. Attorney explained:

“Drug proceeds enter the legitimate financial system through

numerous ‘structured’ cash deposits into accounts held by a

legitimate business in the United States. The money is returned to

drug traffickers when actual goods […] are exported to the foreign

countries and sold to generate local ‘clean’ money.”

Money Laundering

Trade-Based

(cont’d.)
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Examples of Trade-Based Money Laundering (cont’d.):

• Used cars were bought in the U.S., shipped to West Africa and
re-sold. A portion of the proceeds went to terrorist group,
Hezbollah. This resulted in a $102 million forfeiture from a
Lebanese bank implicated in the scheme.

• Drug proceeds in the U.S. were converted into goods, shipped
to South America, and sold for local currency, which eventually
ended up in the hands of drug cartels.

• Art was used to launder millions of dollars worth of gambling
proceeds. Sometimes art was bought and sold on paper
without ever changing hands.

• Cash is smuggled out of the U.S. in bulk, then deposited into
foreign institutions, after which it is wired to the U.S. and other
countries as payments for international trade goods and
services.

(cont’d.)

Money Laundering

Trade-Based

13
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Trade-Based Money Laundering 
(cont’d.)

Examples of Trade-Based Money Laundering (cont’d.):

• Turkish front companies and banks marked up invoices for 
food and medicine to Iran, which are approved transactions, 
such as $240 for a pound of sugar. This gave Iran the chance 
to access funds from its oil sales that were in escrow 
oversees.

• A group was exporting plastic buckets from the Czech 
Republic, claiming they cost $970 each. 

• A Texas business was involved in a $100 million TBML 
scheme. The business used multiple names to sell footwear 
in the U.S. and Mexico. They smuggled shoes into Mexico 
that were then paid for in cash, the majority in U.S. dollars. 

14
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• Know Your Customer

- Verify the identity of your customer and its Beneficial Owner(s).

- Assess the risks associated with that customer.

• Assess the Risk

- Apply a risk-focused approach to assessing and managing risk.

- The assessment of risk and the application of AML controls will depend on 
the role of a bank in any trade transaction.

• Conduct Enhanced Due Diligence on Higher Risk Customers and Transactions

- Understand the ownership of parties to the transactions.

- Validate the country of product origin, shipping broker, the transportation 
company, the transportation route, the dates of departure/arrival and the 
port/city/country of final destination.

Regulatory Expectations
16
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Regulatory Expectations (cont’d.) 

The Federal Financial Institutions Examination Council (FFIEC) BSA/AML Examination Manual identifies risks in trade 
finance that makes it susceptible to TBML:

Transactions may involve higher-risk goods 
because…

Applicant’s identity may be disguised using 
corporate forms (e.g., shell companies)…

Trade finance can be more document-based than 
other banking activities…

The involvement of multiple parties on both sides 
of the trade transaction…

Can make the due diligence process more difficult.

And therefore, may be more susceptible to 
documentary fraud.

They are subject to being over- or under-valued to 
evade AML or customs regulations.

And therefore, the identity of the purchasing party may 
be hidden.

Risks Implications
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To mitigate these risks the FFIEC BSA/AML Examination Manual 
recommends that banks have risk-focused procedures to:

• Conduct Requisite Due Diligence

- Banks need to undertake varying degrees of due diligence 
depending upon their role in the transaction and risk.

• Monitor

- Banks should monitor the names of the parties contained in 
SWIFT messages and compare them against lists published by 
the U.S. Government.

• Report

- Banks should report unusual or suspicious activity.

Regulatory Expectations (cont’d.)
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Regulatory Expectations (cont’d.)

In 2019, the Wolfsberg Group, the International Chamber of Commerce (ICC) and the Bankers Association for Finance and 
Trade (BAFT) updated its previous guidance regarding red flags and potential unusual activity. The guidance provides 
direction on how financial institutions should review trade finance transactions globally to mitigate their risk. Some of this 
guidance is: 

• Banks should understand the current trading profile of the customer and its future plans on an ongoing basis as part of 
trade specific customer due diligence. 

• Banks should understand the customer’s trading patterns, including information like frequency of shipments, the value 
of the merchandise, volume, and types of products or services traded by this particular customer.

• Banks should maintain a list of jurisdictions that deem to present a higher risk of money laundering in compliance with 
their own policies, and other relevant bodies (e.g., FATF, OFAC, DOS, etc.).

• Banks should be alert to obvious misrepresentations of quantity of goods shipped as per documentation received (e.g., 
compare quantity indicated in invoiced verses transport document).

• Banks should be alert to “dual use” goods, like: software, technology, documents and diagrams, which may have both 
civil and military applications. 
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• In TBML there are several aspects to review in the process of determining whether 
to approve the transaction.

• In the following slides we will present common “Red Flags” associated with 
different topics.

• However, banks should also look at the combination of several factors, especially 
parties, countries and goods.

• A holistic approach provides more information during the process of determining 
whether to approve or escalate the transaction for further review.

• Red Flags include: 

- Countries, parties, methods of payment & price, documentation, 
transportation of goods, goods, and types of business.

Red Flags
21
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Red Flags related to Business Activity:

• The exchange of goods between the parties does not make 
economic sense or is inconsistent with the stated business 
activity.

• Exporter/Importer has little or no business background.

• Product does not align with importer’s/exporter’s line of 
business.

• Size, quantity or value of the transaction appears inconsistent 
with the scale or capacity of the exporter’s/importer’s regular 
activities.

• Repeated import and export of the same high-value 
commodity (carrousel transactions).

Red Flags (cont’d.)
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Red Flags (cont’d.)

Red Flags related to Price:

• Discrepancies between the value of goods reported on an 
invoice and its fair market value.

- Over-invoicing:

▪ The exporter submits an inflated invoice to the 
importer, generating a payment that exceeds the 
value of the shipped goods. Greater value is 
transferred from the importer to the exporter. 

- Under-invoicing:

▪ The exporter submits a deflated invoice to the 
importer, shipping goods with greater value and 
transferring that value to the importer. 

23
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Red Flags related to Goods:

• Examples of High Value Goods

- Goods do not comply with export/import control regulations.

- Types of goods are deemed “higher risk.”

- Services, whose value is more susceptible to fraud.

- Exporter/importer appears unfamiliar with product.

- Goods have military specifications.

• Examples of “Higher Risk” Goods

- Ammunition, chemicals, crude oil, nuclear materials, precious gems, 
sensitive technical data, weapons.

- Auto parts, consumer goods, counterfeit products, diamonds, 
electronics, engineering goods, garments, illicit tobacco products, 
leather goods, luxury automobiles, precious metals, scrap metals, 
textiles.

- Sugar, rice, flour, cement.

Red Flags (cont’d.)
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Red Flags (cont’d.)

Red Flags related to Shipment:

• Goods are shipped to/from a jurisdiction designated as 
higher risk.

• Goods are shipped through multiple jurisdictions or higher 
risk jurisdictions for no apparent economic reason.

• Purchase order for the goods is placed by an entity from a 
country other than the country of the stated end user.

• Shipment of goods is inconsistent with normal geographic 
trade patterns.

• The shipment route is abnormal for the products and 
destination, or the route seems circuitous.

• Delivery dates are vague.

25



26Red Flags related to Documentation:

• Discrepancy between the description, quality, weight or quantity 
among documents.

• Documents are issued by third parties that either:

- Do not exist; or

- Name is slightly different from an established legitimate 
business.

• The address for third parties listed on documents is same as that 
of the importer/exporter.

• Discrepancy exists between the description of the goods on the 
Bill of Lading (invoice) and the actual gods shipped.

• Invoices show miscellaneous charges, e.g., charges are greater 
than 20% of the invoice value.

• Missing trade or transportation documentation.

• Logos and letterheads appear outdated.

• Packaging description is inconsistent with the type of goods and 
shipment.

Red Flags (cont’d.)
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Red Flags related to Method of Payment:

• Appears inconsistent with the risk of the transaction.

• Uses LCs between countries where such trade would not 
normally occur.

• Involves third parties that seem unrelated to each other.

• Is for parties that were not identified in the original LC.

• Seems unusually complex.

• Involves last minute changes.

• Involves a significantly overdrawn LC.

Red Flags (cont’d.)
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Red Flags related to Account Activity:

• Unusual deposits after periods of dormancy.

• Instruments that lack payee information. 

• Cash payments for high value orders.

• Inward remittances in multiple accounts.

• Payments from multiple accounts for transactions of one 
entity.

• Round dollar amounts.

Red Flags (cont’d.)
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Red Flags (cont’d.)

Red Flags related to Parties Involved:

• Offshore companies located in tax havens.

• Front or shell companies.

• A consignee that is a trading company, freight forwarded, 
export company, or other entity with no apparent trading 
connection to the purchaser.

• An applicant and beneficiary appear connected.

• An importer is located in a different country than the 
destination of the goods or stated end user.

• Corporate structure disguises common ownership of 
counterparties.

• Numerous private companies set up by seemingly unrelated 
people, which are found to be controlled by the same 
person.
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Red Flags related to Trade Finance Structure:

• Appears unnecessarily complex.

• Appears to be designed to obscure the true nature of the 
transaction.

• Involves LCs or documents where the financial institution has 
no record of the credit’s existence.

• Involves a LC that is frequently amended or extended, or a LC 
that is routinely cancelled or unutilized.

• LCs or documents have non-standard uses, obvious omission 
of information or documents, or unusually vague language 
(e.g., “LC is unconditional, divisible and assignable”, “funds 
are good, clean and cleared of criminal origin.”

Red Flags (cont’d.)
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Red Flags related to Sanctions:

• Parties

- Party to the transaction appears on a designated list.

- The purchaser will not provide “end use” information. 

• Geography

- Country of goods’ origin, shipment, transshipment, or destination appears on 
a designed list.

- The exporter/importer is vague about the ultimate destination of the goods. 

• Products

- The end use information is incompatible with the typical use for what the 
product was designed.

- Importer does not indicate if the product is for domestic use or export. 

Red Flags (cont’d.)
31
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Red Flags related to Sanctions (cont’d.) - “Stripping:”

• When information is removed from payment information to 
prevent the funds transfer from being blocked or rejected 
when screened for possible sanctions violations.

- Replace/remove names

- Use abbreviations

- Replace/remove locations

Red Flags (cont’d.)
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How to Mitigate the Risk

Financial institutions should apply a risk-focused approach to manage 
the risks in trade finance.

Controls for identifying potential suspicious activity fall into the following 
broad categories:

• Due Diligence

- The process for identifying and knowing/understanding the 
customer and counterparties to the transaction.

• Review

- The process to review the LC and related documentation.

• Screen

- The process to compare information against available lists based 
upon risk.

• Monitor

- The process of reviewing completed or in-process transactions 
for potentially unusual or suspicious activity.
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How to Mitigate the Risk (cont’d.)

Conduct due diligence (DD) on all the transaction’s elements (to include involved parties, goods, countries, etc.). In some instances, predicated upon risk, enhanced due diligence (EDD) 
may be required.

• Conduct transactional or beneficiary due diligence on: 

- The countries where the parties trade and the trading routes utilized.

- The goods traded.

- The type and nature of the parties and with whom they do business, including customers and suppliers.

- The role and location of agents, vendors, etc. used by the parties. 

• Conduct enhanced due diligence when the transaction is of higher risk to: 

- Understand the trade cycle. 

- Ensure compliance with cross border customs or licenses.

- Understand physical controls over the traded goods.

- Guarantee the legitimacy of payment flows.

• Review the LC to account for the following: 

- Look for countries, entities or individuals who the FI is precluded from conducting business precluded by OFAC regulations.

- High risk countries, including locations of the advising bank and beneficiary.

- Consistency in description of goods with the applicant’s operations.

- Does the LC make economic sense.
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For banks involved in the processing of LC’s, the 
knowledge, experience and due diligence 

performed by the trade staff must serve as the 
first and best line of defense against criminal 

abuse of these products and services. 

the Risk (cont’d.)

How to Mitigate
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Case Studies

Use of gold in a trade-based money laundering scheme:

In the United States, four Peruvian nationals were indicted for their
alleged involvement in a multi-billion-dollar, international gold ML
scheme.

Between 2013 and 2017, the individuals conspired to purchase
billions of dollars of criminally derived gold from Latin America and
the Caribbean, which they likely knew was the proceeds of criminal
activity, including illegal mining, foreign bribery, and illicit smuggling.
They used a Florida based company that operated as a dealer in
precious metals.

The gold was subsequently sold to complicit U.S. refineries, who
completed the ML cycle by paying for the gold, via wire transfers
that outwardly appeared to be legitimate payments for wholesale
gold purchases.

Source: The United States
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Case Studies (cont’d.)

Use of vehicles in a trade-based money laundering scheme:

A joint investigation involving Spanish and Italian authorities identified Italian nationals
living in Spain who created a network of companies to launder the proceeds of drug
trafficking and tax fraud. The scheme had links to Mafia activity.

Having used criminal cash to purchase luxury vehicles in Germany, the OCG also
registered and used legal entities and established fake paper trail for sales and purchases
to create value-added tax chains. They then exploited the trade process to both disguise
the proceeds of their original criminality and generate additional criminal proceeds. This
part of the ML scheme developed to such an extent, the OCG convinced a legitimate
supplier in Italy to annually deliver large numbers of vehicles, increasing the
legitimization of their laundering activities.

Alongside the exploitation of these high-end motor vehicles, the OCG also used
import/export companies they controlled to purchase other luxury items, such as
watches and lower-value items such as shoes and fabric. The watches were purchased in
Spain and Switzerland before being supplied to drug traffickers in Morocco and the
Netherlands, while the clothing was purchased in Hong Kong and China, being exported
to Columbia and Morocco for onward sale.

Intervention activity in 2017 identified assets worth €8 million across several European
countries, while follow-up action in 2018 identified additional assets, including 11
properties, 6 vehicles, 32 bank accounts, and shares of two companies that were all
seized.

Source: Europol
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Case Studies 
(cont’d.)

Use of agricultural products in a trade-based money laundering scheme:

France, Belgium, and the Netherlands launched a multi-agency investigation in 2016
following a routine vehicle check that uncovered €300,000. A joint investigation team
was established, focusing on the laundering of the proceeds of drug smuggling.

The drug traffickers employed the services of a PML network that used several
different techniques, including TBML. It had been active for an estimated four years
and was suspected of laundering about €400 million. The PML network used
underground banking networks in France and Belgium, which collected and remitted
the criminal proceeds. The Netherlands-based underground banker worked in an
import/export business, trading in foodstuffs with North African countries.

Potatoes and onions were purchased in the Netherlands and Germany, and
subsequently exported to several companies in North Africa. These companies were
directed to pay invoices into bank accounts controlled by the drug traffickers.

At the end of the investigation in 2019, sentences for ML and drug trafficking were
handed down, including the seizure of €4.8 million worth of assets and over €7
million in cash.

Source: Europol
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Case Studies (cont’d.)

Use of high-end electronics in a trade-based money laundering scheme: 

In 2017, the Australian Border Force (ABF) commenced examination of a TBML referral from an 
international partner relating to the exploitation of trade in small portable electronics.

Detailed examination through a range of analytical techniques, supplemented by financial and 
criminal intelligence, enabled ABF specialists to prepare a detailed criminal network 
assessment of associated entities. Piecing together an extensive network of ML facilitators, the 
ABF found more than AUD 500 million (€303.6 million) had passed through Australian bank 
accounts since 2014. 

Proceeds were generated by the sale of drugs in North America. The criminal proceeds were 
transmitted to bank accounts in Southeast Asia, before they were subsequently layered 
through a multitude of Australian bank accounts in Australian FI’s. The proceeds were remitted 
to offshore bank accounts, or used to purchase small, high-end electronic devices for export to 
companies in Southeast Asia and the Middle East. The undervaluation of exported devices 
exaggerated the illicit value being transferred offshore. 

In this case, the ABF were able to use a combination of automated and manual trade data 
discrepancy analysis techniques to better identify and assess suspected instances of TBML. 
Declarations of goods on export from country A should match the corresponding import to 
country B (because the consignment, in theory, is the same thing). When they did not match in 
this case, ABF officers had reason to believe that the discrepancies were an indicator of trade 
mis-invoicing, and therefore, potential TBML. Further investigation and collaboration with 
partner agencies have enabled the linking of the OCG with the transactions. 

Source: Australia
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Questions?
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Follow Us!

LinkedIn:

Twitter:   

Facebook:

Website: 

Kaufman Rossin
Headquarters - Miami
3310 Mary Street
Suite 501
Miami, FL 33133

305.858.5600

Kaufman Rossin
Ft. Lauderdale
One Financial Plaza
100 SE 3rd Avenue, Suite 2400
Fort Lauderdale, FL 33394

954.566.4400

Kaufman Rossin
Boca Raton
One Town Center Road
Suite 400
Boca Raton, FL 33486

561.394.5100

Kaufman Rossin
Naples
850 Park Shore Drive
Suite 200
Naples, FL 34103

239.302.4280

Kaufman Rossin
New York
405 Lexington Avenue
Suite 844
New York, NY 10174

888.680.5726

Kaufman Rossin
Dallas
15950 North Dallas Parkway
Suite 400
Dallas, TX 75248

B.J. Moravek, CGSS
Director of AML and Sanctions – Risk Advisory Services

202.494.8234
bmoravek@kaufmanrossin.com

Contact Us!

https://www.facebook.com/KaufmanRossin/
https://www.linkedin.com/company/kaufman-rossin-&-co/
https://twitter.com/KaufmanRossin?s=20
https://kaufmanrossin.com/


Advising businesses and their owners for 60 years in notable areas of specialty include 
domestic and international taxes, real estate, alternative investments, bank compliance 

and forensic/advisory services 

#1 Best Place to Work 10 times in South Florida Business Journal survey and Best 
Accounting Firm to Work For in the United States for 6 years

A global alliance of independent accounting firms, providing access to cross-border 
business solutions in 110+ countries with 850+ member offices and 4,240 partners 

worldwide

What Our Clients Are Saying

Over 90% of our surveyed clients recommended us – our 
rating is among the highest in the industry!

Kaufman Rossin surveyed over 1,000 clients 

Here’s what they say: 

Our Awards

“Flexible approach to problem solving. Ability to adapt to different business 
models while still accurately conveying tax advise”

“Because the team at KR has always proven to be top professionals that are very 
knowledgeable and super motivated to help their clients, I recommend them to 

other colleagues every chance I get.”

“The professionalism and expertise we receive is reassuring and helps us make 
proper financial decisions both on a personal and corporate level.”

“We’re very pleased with the Team’s professionalism and responsiveness to our 
many questions over the past 4 years with KR. I would highly recommend KR to 
any business looking for a great auditor or other related professional services.”
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Thank you!
At Kaufman Rossin, it’s our business to make joy your bottom line. We’re one of the top 100 accounting and advisory firms in the U.S., with 60 years of 
practice and clients throughout the world. We take that responsibility to heart. Whether you need consulting, tax, assurance or accounting, we bring 
technical mastery, collective intelligence and integrity to our work for every client. It’s the listening, understanding, innovating and caring of our 400+ 
professionals that brings joy to our clients – they gave us 4.9 stars, among the highest client satisfaction rating in the industry.
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