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The California Consumer Financial Protection Law (CCFPL) 

• Passed in the last legislative sessions and signed into law by Gov. Gavin Newsom on Sept. 25, 2020, the California Consumer 
Financial Protection Law took effect January 1, 2021. 

• The new law reflects months of dialogue and discussion with industry and consumer stakeholders and represents a collective 
vision for consumer protection and financial innovation.

• The law reimages the newly-renamed Department of Financial Protection and Innovation, giving the Department expanded 
powers to better protect consumers, especially from pandemic-inspired scams. 

• The CCFPL also allows the Department to foster financial tech innovation by decreasing regulatory hurdles that hinder 
responsible, financial innovations.

• Starting in 2021, DFPI will oversee previously unregulated financial products and services, increasing our capacity to respond to 
financial fraud and scams. 



Same mission, expanded scope

• In 2021, the DFPI will open: 

o A new Division of Consumer Financial Protection to supervise financial products and services not now regulated by the 

DFPI. 

▪ The new division will include a market monitoring and research arm and expanded consumer outreach targeted to 

vulnerable populations such as students, new Californians, military personnel, and senior citizens.

o A new Office of Financial Technology Innovation that will engage with new industries and consumer advocates to 

encourage consumer-friendly innovation. 

o An Office of the Ombudsperson to handle impartial complaint reviews, resolve problems, and recommend policy and 

procedure changes. 

• For the first time in our history, DFPI will have the authority to review and investigate claims of unfair, deceptive, abusive acts 

or practices by any financial service, product, or professional.



A national model for consumer protection

• The new law will allow us to regulate the following financial products and services, among others: 

o credit repair agencies and consumer credit reporting agencies

o debt collectors 

o debt relief providers 

o rent to own contracts and

o private, for-profit school funding models

• These transformative changes will position DFPI to be a national model for consumer protection and 

financial innovation. 



Regulations, rulemaking, registration and licensing 

• Draft CCFPL registration regulations by mid-2021 and filing the registration 
rulemaking package with Office of Administrative Law (OAL) by the end of 2021. 

• The Department begins accepting CCFPL registrations of new covered persons 
January 1, 2023.

• Under the new Debt Collector law, a debt collector must apply for a license with the 
Department prior to January 1, 2022. The Department will draft regulations and 
advance those regulations towards full adoption as quickly as possible.  

• Begin accepting applications for debt collector licenses in the late summer or early 
fall of 2021 so all debt collectors can meet the statutory deadline to apply by the end 
of 2021.

• DFPI staff expects to spend 2022 and potentially 2023 reviewing those license 
applications and issuing licenses.



CANNABIS BANKING AND HEMP UPDATES

Guidance for state chartered financial institutions for relationships 
with cannabis-related business

❖ October 3, 2019 Guidance sent to all State Chartered Financial 
Institutions

❖ Conference of State Bank Supervisors Guide for Banking 
Cannabis

❖ DFPI Related Business Compliance Questionaire-4 parts
❖ Program Guidance
❖ File Review
❖ Account Testing/Identification of FinCEN Red Flags
❖ FinCEN filings                                                                    



CANNABIS GOVERNANCE CONSIDERATIONS

❖ Regulatory framework Review

❖ Comprehensive review of all federal, state, and local laws, and regulations that apply to cannabis in the bank’s specific 
market(s)

❖ Readiness Assessment

❖ Performing a review of existing and necessary policies, technology, processes, vendor management, and resources 
required to bank the cannabis industry

❖ Risk Assessment

❖ Formulating an assessment that covers all aspects of banking the cannabis industry, regulatory, lending and liquidity risks

❖ Policies and Procedures

❖ Developing comprehensive policies and procedures to guide staff on all aspects of implementing and maintaining a 
cannabis banking program

❖ Monitoring and Reporting

❖ Ensuring that ongoing monitoring processes allow for an adequate understanding of expected transactional activity, 
including the identification of cash flow anomalies.

❖ Initial and Ongoing Training Program

❖ Deploying training curriculum that adequately supplements the bank’s existing BSA/AML training for staff, management 
and Board of Directors.

❖ Management and Board Level Reporting

❖ Implementing a comprehensive program for reporting to senior management and the Board regarding cannabis banking 
activities, actions and performance

❖ Audit Program

❖ Incorporating the cannabis program into the bank’s control environment via a risk-based approach program



REGULATORY ENGAGEMENT ENCOURAGED

❖ The DFPI and FDIC encourages early regulatory engagement by 
institutions looking to develop and implement a cannabis banking 
program.

❖ Our agencies want to be a regulatory partner:
❖ Outreach presentations for senior management and the Board of Directors.

❖ Review of cannabis-related banking policies/procedures/risk assessments

❖ If it’s a question/situation we’re unable to answer we will facilitate 
resolution through FinCEN(FDIC) and/or the State licensing agency(DFPI)



Industrial hemp stalks 
grows similar to 
bamboo.



HEMP HISTORY

❖ Industrial hemp has a long history of commercial use and cultivation in 
California and the United States. In colonial Virginia and Connecticut, 
the cultivation of hemp was mandatory for farmers. Both Thomas 
Jefferson and George Washington grew hemp on their plantations. As 
recently as World War II the U.S. government encouraged farmers to 
grow hemp in the "Hemp for Victory" campaign to supply cordage for 
the war effort

❖ From around 1900 to 1920 hemp was grown as a commercial crop in 
California. Some areas known for hemp cultivation were Gridley in 
Butte County, Courtland in the lower Sacramento Valley, Rio Vista in 
Solano County, and Lerdo near Bakersfield.



World War II era 
U.S. government 
poster



HEMP TODAY

❖ California is positioned to grow into the USA's largest hemp growing, production and 
consumption market. It is the largest state by population, the third largest state by 
area, the largest agricultural state, and has no snow or frost in its prime growing 
areas. While states like Colorado, Oregon and Kentucky have been growing hemp 
for many years, California will surpass them all in hemp production and sales in the 
next few years.

❖ Hemp is legal to grow in California, and in all its 58 counties. However, half of 
California counties still have temporary bans or restrictions on growing hemp.

❖ The California Department of Food and Agriculture (CDFA) is the state agency 
responsible for hemp regulation in California.

❖ Hemp farmers need to register with their local County Agricultural Commissioner.

❖ The California Department of Food & Agriculture reports that there are now over 550 
Registered Hemp Growers and Seed Breeders in the state, registered to grow over 
50,000 acres of land.

❖ As with the national trend, 95% of the hemp being grow in California is CBD hemp 
rather than industrial hemp.



• The 1903 USDA Yearbook shows industrial 
hemp grown
in Gridley, CA that was well over 10 feet tall.



BSA CONSIDERATION FOR HEMP

❖ Because hemp is no longer a Schedule I controlled substance under the Controlled Substances Act, 
banks are not required to file a Suspicious Activity Report (SAR) on customers solely because they are 
engaged in the growth or cultivation of hemp in accordance with applicable laws and regulations. For 
hemp-related customers, banks are expected to follow standard SAR procedures, and file a SAR if 
indicia of suspicious activity warrants. 

❖ Bank customers engaged in hemp-related business activities are responsible for complying with the 
requirements set forth in the 2021 USDA Final Rule US Domestic Hemp Program and applicable 
regulations. It is generally a bank’s business decision as to the types of permissible services and 
accounts to offer

❖ Banks must have a BSA/AML compliance program commensurate with the level of complexity and risks 
involved. When deciding to serve hemp-related businesses, banks must comply with applicable 
regulatory requirements for customer identification, suspicious activity reporting, currency transaction 
reporting, and risk-based customer due diligence, including the collection of beneficial ownership 
information for legal entity customers.

❖ Additional information
➢ FinCEN Providing Financial Services to Customers Engaged in Hemp-Related Businesses final 12/3/19

➢ CaliforniaIndustrialHempLawandRegulations.pdf

➢ USDA Final Rule US Domestic Hemp Program-2021
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February 24, 2021



San 
Francisco 

Region

• FDIC-Supervised Banks: 241

• BSA Formal Enforcement Actions: 3  

Nation
• FDIC-Supervised Banks: 3,224

• BSA Formal Enforcement Actions: 18 

BSA/AML Regulatory Landscape
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Overview of Common 2020
BSA/AML Examination Findings



Date of Issuance:  On January 1, 2021, Congress enacted the National 
Defense Authorization Act for Fiscal Year 2021, overriding a presidential 
veto.   This annual military spending bill included the “Anti-Money 
Laundering Act of 2020.”

Highlights: The new law will bring foundational changes to the AML/CFT
compliance framework, with widespread implications for not only
financial institutions but also a diverse array of other companies and
industries in the United States.

Anti-Money Laundering Act of 2020
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Date of Issuance:  On August 13, 2020, via FIL-76-2020, federal banking 
regulatory agencies issued an updated joint statement  on enforcement of 
BSA/AML requirements. 

Highlights: This statement does not create new expectations or standards. 
Rather, it is intended to further clarify the agencies’ enforcement of the BSA 
and the conditions that require the issuance of a mandatory cease and 
desist order under section 8(s) of the Federal Deposit Insurance Act.

Important: The statement clarifies that isolated or technical violations or 
deficiencies are generally not considered the kinds of problems that would 
result in an enforcement action.

Joint Statement on Enforcement 
of BSA/AML Requirements
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Date of Issuance:  On April 15, 2020, via FIL-44-2020, the FFIEC updated 
several sections and related examination procedures in the FFIEC 
BSA/AML Examination Manual.

Highlights: The April 2020 updates supports tailored examination work;  
had been in process for an extended period and should not be 
interpreted as new instructions or as a new or increased focus. 

The updates offer the banking industry further transparency into the 
examination process and establish no new requirements.

FFIEC BSA/AML Examination Manual Updates
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California Community Banking Network

Virtual BSA/AML Program

Regulatory Panel

February 24, 2021

Tammi Steadman, CAMS

Bank Examiner (BSA/AML)

Santa Ana Field Office (714) 796-4700

Tammi.Steadman@occ.treas.gov
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▪ COVID-19 Pandemic

▪ Impact on BSA Compliance Programs 

▪ Bank Operations (Staffing, Technology)

▪ Regulatory Obligations (CTR, SAR, CIP/CDD)

▪ Impact on OCC Examinations

▪ Answers to Frequently Asked Questions Regarding Suspicious Activity 
Reporting and Other AML Considerations (January 19, 2021)

▪ Overview of OCC Examination Findings

▪ Questions
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Understanding Cryptocurrency Compliance for 
Financial Institutions 

Prepared for CCBN 

February 2021



Proprietary and Confidential

Chainalysis

2

200+ highly specialized 
individuals from major 
cryptocurrency firms, top 500 
finance and software companies, 
and government.

Offices in:

● Washington D.C.
● New York
● London
● Tokyo
● Copenhagen
● Singapore

Today’s Speakers

Amanda Wick
Chief of Legal Affairs

Ian Place
Director of Solutions 

Architecture
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Poll Questions

3



Proprietary and Confidential

“Crypto is a fad that will likely go away over time.”

“Only criminals use crypto.”

“Crypto is too complicated to understand.”

“Crypto doesn’t touch my bank.” 

“If I don’t look for it, and thus don’t see it, I’ll be fine 
when my regulator asks about it.”

Five Most Common Crypto Myths in Banking

1

2

3

4

5
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Myth #1  “Crypto is too complicated to understand.”
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Bringing Transparency to Blockchains

6

FINANCIAL 
INSTITUTIONS

CRYPTOCURRENCY 
BUSINESSES

LAW ENFORCEMENT 
& 

REGULATORS

Chainalysis is 
the common 
link
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Most cryptocurrency 
value is transferred 
through services
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Types of services

Retail Exchanges

Merchant Services

Mining

Mining Pools

P2P Exchanges

OTC Brokers

Mixing Services

Darknet Markets

Gambling Sites

Stolen Crypto

Scams

Child Abuse Material

Sanctions

Terrorist 

Funding

Ransomware
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Chainalysis Maps Addresses to Services 
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What you see on the blockchain What you see in Chainalysis

Coinify Bitstamp

Services can have thousands to tens of 
millions of addresses
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Clustering and Identification
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Clustering

Identification

Group multiple addresses and relate 
them to a single entity by analysis on 
transaction patterns

Identify exactly who controls the 
clustered addresses by methods like web 
crawling and ground research

1GftHb...

1miOk6...

1L5rDi...

1Pk3uI...

1QaS4d...

1ep7Bft...

1Qr4t0...

1UfzXY...

1Zb31p...

1sf7Yd...

1Lk3o1...

1Xv9c4...

1wq6ty...

1So63e...

1f7Gyu...

1Jh7fz...

Exchange

Ransomware

Darknet market

Stolen funds

Cluster

Cluster
Cluster

Cluster

Identified

Identified

Identified

Identified

By clustering and identification, you can make it easier to track the flow of funds and see what services are 
connected to the addresses in question.

Clustering refers to grouping multiple addresses owned by a single entity.

Identification refers to determining what entity controls the cluster.

Visual Representation
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Myth #2 “Crypto is a fad that will likely go away over 
time.”
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Global Cryptocurrency Adoption Index
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Myth #3 “Only criminals use crypto.”

12
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Less than 1% of 
activity is 
associated with 
illicit funds

- Nearly $9 billion 
across 20 
cryptocurrencies

- Down from $20 
billion in 2019
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Less than 1% related to criminal activity

Less than 1% 

of all activity is 

criminal

$3T economic activity in 2020

Only 0.34% of all 
activity was criminal
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Myth #4 “If I don’t look for it, and thus don’t see it, I’ll be 
fine when my regulator asks about it.

15
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Risk-based approach

“To be clear, exchanges are not the 

only ones with crypto risk exposure...

Financial Institutions need to be 

asking themselves, ‘Do we have the 

tools we need to identify and report 

potentially suspicious activity?’”

Kenneth A. Blanco, 
FinCEN Director

Sanctions 

High Risk 
Jurisdictions 

Darknet 
Markets

Terrorist 
Financing

Human 
Trafficking

Gambling
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Myth #5 “Crypto doesn’t touch my bank.” 

17
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Fintechs & FIs are expanding business lines
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Situational Starting Points
For Financial Institutions

Sanctions screening
eg. OFAC SDN list, cryptocurrency businesses in 
sanctioned jurisdictions

Identify stolen card vendors’ cryptocurrency 

deposit addresses
eg. issue 314b request for identifying information

Detection of suspicious fiat activity or 

crypto trade in wires
eg. gambling sites, high risk exchanges

Understand where customers and HNWI are 

buying crypto using bank accounts

Monitor downstream partners’ crypto 

exposure
eg. correspondent, retail, payment processors

Evaluate and onboard cryptocurrency 
businesses, and perform ongoing monitoring 
and due diligence

Track ransom payments and identify 

emerging cyber threats 

Custody crypto confidently with real-time 

transaction monitoring 
eg. Alerts on risky transactions, high risk users
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Chainalysis Core Solutions

20

KYT Reactor Kryptos

Automated transaction 
monitoring 

Investigation software for 
analysts and investigators 

Profile and benchmark 
cryptocurrency businesses 

Market Intel

Understand 
cryptocurrency 
market trends
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Chainalysis Solutions Assist FIs at Every Stage

21

Identification
Risk Assessment & 
Mitigation

Banking Services 
Extension

Business Line 
Expansion

Firms identify exposure to 

crypto activity via customer 

transfers, correspondant 

partners, and more

Firms measure and take 

proactive steps towards 

mitigating exposure to 

crypto activity that is illicit

With this new level of 

understanding, firms 

proactively seek out 

relationships with crypto 

businesses

Firms expand business lines 

by becoming crypto 

custodians, running trading 

desks, and more

Chainalysis Kryptos

Chainalysis KYT & 
Markets

Chainalysis Reactor & Kryptos
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Product Demo

22
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Poll Discussion
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Resources Available - blog.chainalysis.com 

Intelligence Reports Webinars

News & ResearchCertifications



Proprietary and Confidential

Questions?

Amanda.Wick@chainalysis.com



The Importance of Model Governance in a 
BSA/AML Program



Who? What? Why?

• Chris Benoit

• Abrigo

• Manager of Sales Engineering

• To better assist our customers in their duties of preventing 
FinCrimes while maintaining regulatory compliance with 
satisfactory audits.



• Model Governance
• What is it? Why is it important?

• Data is a Differentiator
• Data Management

• Feed Management

• Audit Log Review
• Examples of Real Situations

• Timing is of the Essence
• Residual Effects of a Missed/Failed Schedule Job

Agenda

3



Model Governance
What is it? Why is it important?

“Model Governance is just as important to our BSA program, if not more, than filing 
a SAR.” – Customer Quote
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What is Model Governance?

• In 2011, the OCC together with the Federal Reserve released the Supervisory on Model Risk 
Management. This guidance was designed to aid financial institutions by describing the 
elements of a sound model risk management program. 

• Defined as “a quantitative method, system, or approach that applies statistical, economic, 
financial, or mathematical theories, techniques, and assumptions to process input data into 
quantitative estimates.”

• Specifically, the guidance aims to help ensure that financial institutions appropriately 
develop, implement, validate, update, calibrate, optimize, assess, and report on their 
models. 

• Model risk is the potential for adverse consequences from decisions based on incorrect or 
misused model outputs. The two primary places models are found in an AML program are in 
transaction monitoring and customer risk rating. 

5



Key Components of a Model Risk Program

• In its basic form, a model consists of three components:
1. Information input component – delivers assumptions and data to the model

2. Processing component – transforms inputs into estimates

3. Reporting component – translates the estimates into useful business information.

• Each of these three components should be included as part of the model 
validation process to help ensure there are no areas of weakness that would 
increase the overall model risk.

6



Model Risk Management Framework

• An effective model risk management framework should include:
• Disciplined and knowledgeable development that is well documented and conceptually 

sound

• Controls to ensure proper implementation

• Processes to ensure correct and appropriate use

• Effective validation processes

• Strong governance, policies, and controls

• Use of vendor and other third-party models should be incorporated into the model risk 
management framework (Vendor Due Diligence)
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Key Elements to Model Risk Management

• Model development, Implementation and use
• The development and implementation should be completed by knowledgeable, experienced 

people within the institution or third-party vendors.  The “use” should confirm that the model is 
being used as intended. 

• Model Validation Process
• Conceptual Design
• System Validation
• Data Validation
• Process Validation

• Governance
• This sets an effective framework with defined roles and responsibilities for clear communication 

of model limitations and assumptions, as well as the authority to restrict model usage. 
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Model Risk and Deficiencies

• Factors that can influence the outcome of the validation and whether it performs as it 
should: 
• Exclusion of customers, products and services

• System data is inaccurate, incomplete or irrelevant to the model purpose or design

• Data mapping errors/irregularities, file load errors

• Design of rules and/or configurations inconsistent with regulatory expectations and the 
institution’s risk exposure

• Logic errors which produce inaccurate output

• Lack of change management and/or adaptation to changes in organization activities that affect 
model performance

• Lack or resources and expertise to effectively manage model risk management activities

• Unclear lines of authority or accountability

9



BSA/AML Risk Assessment

• When a bank designs its AML model, it should leverage heavily from its BSA/AML Risk 
Assessment to identify and inventory its AML risks. 

• At a high level, there are four main sources of risks:
• Customer Risk – sanctions lists, politically exposed persons (PEP), and higher-risk lines of 

business

• Products/Services risk – products and services offered by the institution that may cater to higher 
risk businesses for misuse…private banking, international wire transfers, trade finance, CRB 
(Cannabis Related Businesses), MSB (Money Service Businesses)

• Geographical risk – locations such as sanctioned countries, countries with high rates of 
corruption, weak AML laws, and domestic areas such as border areas or HIDTA (High Intensity 
Drug Trafficking Area) or HIFCA (High Intensity Financial Crimes Areas)

• Regulatory Risk – risk of sanctions, lawsuits, fines/penalties/settlements, enforcement actions, 
loss of license, and in some cases imprisonment. 
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Applications for Anti-Money Laundering

• BSA/AML related models commonly used by financial institutions
• Customer onboarding and retention

• Initial Customer Due Diligence
• Ongoing Enhance Due Diligence

• Customer risk rating
• Both at account opening and on-going

• Monitoring transactions for potentially suspicious activity
• Not just the scenario engine
• Case Management Workflow (three-step process)
• Fully detailed FinCrimes investigation solution

• Sanctions violation detection
• OFAC, CIA, SDN, PEP, Interpol, etc. 
• 314a

11



NYDFS 504

12

• The New York Department of Financial Services (NYDFS) Part 504 requirement poses 
considerable challenges for financial institutions in New York
• After January 1, 2017, any regulated institution that fails to detect or report suspicious money laundering 

transactions, the institution’s AML program may be found to be deficient and in violation of the NYDFS Part 
504 Rule.

• The rule exposes boards of directors and senior officers in regulated institutions to a heightened risk of 
personal liability unlike any other existing financial regulatory scheme. 

• They are also required to submit documentation that articulates, among others: current 
detection scenarios, name-filtering technology, underlying model assumptions, limitations, 
parameters, thresholds and processes. 

• Personal Liability – willful violations could result in civil penalties of $25,000 or the amount 
of the transaction at issue, up to $100,000 PER DAY for EACH DAY the violation continues.



History of BSA Solutions
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Legacy BSA Manager (aka BAM)

• Basic sanctions Screening

• Small amount of due diligence
• Limited to certain questions without much customization

• Specific transaction monitoring/Scheduled Tasks
• Cash

• Wires (WirePro)

• ACH

• ATM/POS (some)

• Cashiers’ Checks (BAM Branch/MI Log)
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BAM+ and Beyond

• Expanded sanctions screening

• Enhance Due Diligence

• Transaction Monitoring (BAM+) through Scenarios

• Case Management Workflow

• A full-scale financial crimes investigation solution
• Cash

• Wires

• ACH

• ATM/POS

• Cashiers’ Checks

• Checks (BSA and Fraud purposes)

• Remote Deposit Capture

• Transfers

• Country Codes

• ACH Origination

• Beneficial Ownership
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Enhanced Regulatory Scrutiny

• As BSA grew and became more costly…it became more of a focal point in the eyes of the 
regulators.

• The more data the solution can consume, the more accurate your risk rating module will 
be…and that is the foundation of a program

• Examples of institutions that did not have proper AML models in place include:
• Current BAM+ customer: exempted certain accounts when its activity triggered the transaction monitoring 

system. (Former Patriot Officer user)

• Western Union: whistleblowers alleged failed to identify or ignored higher-risk vendors in its model.

• U.S. Bank: conducted below-threshold testing that resulted in SARs filings, yet the bank did not change its 
thresholds to meet its below-threshold testing findings.

• Alpine Securities: had information about customers’ prior criminal histories but did not incorporate that 
risk into its model.
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Data is a Differentiator
Real-life examples
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Data Management

• Validated
• A validated transaction is a monitored transaction

• Not validate = not scanned

• Can you have a validated transaction without an account number?

• Yes, teller transactions with a Conductor ID

• Example with real-life customer
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A Good Duplicate Transaction

• ATM Transactions
• ATM Tables

• Cash Tables
• Monitored multiple ways
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Data Management Cont.

• Ignored
• Ignored Pre-Validation

• Ignored Post-Validation

• Discarded
• Safety net to monitor any changed transactions

20



Audit Log Review
Review your audit log daily
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Excluded Transactions

• Important to understand why they are excluded

• Not all excluded are bad

• But missing some by mistake could be critical
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How to Investigate

23

• Take Import and Search in the Import Detail Report by reason 



How to Investigate

• Filter to missing transaction codes (have customer export and filter out 
duplicates). *May need to do this for multiple days*
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Example 1-Good RDC Setup
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Example 2 – Missing Check
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Example 3-ATM Transactions 

• TC 148 is offset with a cash transaction whereas TC 048 is not

• Important that ATM Withdrawals have a cash designation for proper cash 
management purposes
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Example 3 Cont. – Transaction Code Table

• Cash? Setting

28



Example 3 Cont. – Missing Cash

• Account is missing at least $1800 in cash totals for the last two months
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Timing is of the Essence
Scheduled jobs and the impact of their timing.
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BAM Jobs

• Scheduled Jobs
• File Transfers

• Data Processor/Feed Engine

• Database Sync

• Scenario Engine

• Importance of Timing
• Try at all cost to avoid the two-day lag and the implications that follow

• What happens at the end of the month?

• When to schedule scenarios to run?

• Rolling period in scenarios and the how this plays in to the timing
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Closing – What’s at Stake?
Regulatory scrutiny for the financial institution. 

Reputational scrutiny for Abrigo.

Transparency is what gives Abrigo an advantage.
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Questions?

Thank You
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