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“To assure that BSA/AML compliance programs are reasonably designed to meet 

BSA regulatory requirements, banks structure their compliance programs to be 

risk-based. While not a specific legal requirement, a well-developed BSA/AML 

risk assessment assists the bank in identifying ML/TF and other illicit financial 

activity risks and in developing appropriate internal controls (i.e., policies, 

procedures, and processes). Understanding its risk profile enables the bank to 

better apply appropriate risk management processes to the BSA/AML 

compliance program to mitigate and manage risk and comply with BSA

regulatory requirements. The BSA/AML risk assessment process also enables the 

bank to better identify and mitigate any gaps in controls. The BSA/AML risk 

assessment should provide a comprehensive analysis of the bank’s ML/TF and 

other illicit financial activity risks. Documenting the BSA/AML risk assessment in 

writing is a sound practice to effectively communicate ML/TF and other illicit 

financial activity risks to appropriate bank personnel. The BSA/AML risk 

assessment should be provided to all business lines across the bank, the board of 

directors, management, and appropriate staff.”

FFEIC 
BSA/AML Examination 
Manual

2/27/2015 V.2
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Risk Assessments are the foundation 
of a sound BSA/AML & Sanctions 

compliance program.
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OCC FY 2021 Examination Priorities
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Supervision Priorities

Bank Secrecy Act/anti-money laundering (BSA/AML) compliance, ensuring the 

effectiveness of BSA/AML risk management systems relative to the complexity and risks 

associated with business models and products, evaluating technology and modeling 

solutions to perform or enhance BSA/AML oversight functions, and determining the 

adequacy of suspicious activity monitoring and reporting systems and processes.

Payment systems products and services, currently offered or planned, focusing on new or 

novel products, services, or channels for wholesale and retail customer relationships. 

Examiners should consider potential risks including operational, compliance, strategic 

and reputation and how these risks are incorporated into institution-wide risk 

assessments and new product review processes.



Key concepts for 
BSA/AML & 
Sanctions risk 
assessments
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• A tool that allows a business to identify and assess the extent to 

which it may be exposed to risks. 

• In global banking, risk assessments form the foundation of a 

sound sanctions compliance program. 

• The key purpose of a risk assessment is to drive improvements in 

financial crime risk management by identifying the general and 

specific sanctions risks a financial institution is facing; the ways in 

which these risks are mitigated by a firm’s sanctions compliance 

program controls; and any additional controls to mitigate the 

residual risk that remains for the institution. 

• A well-planned and well-formulated risk assessment allows a 

business to understand its risk profile and then determine its risk 

appetite for undertaking business in situations in which there 

could be an elevated BSA/AML or sanctions risk.

What is a Risk Assessment?
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• Forms the foundation of an effective BSA/AML & 

Sanctions Compliance Program

• Assists in understanding the institution’s risk profile

• Helps a business determine its risk appetite, or the 

amount of risk that a firm is willing to accept in pursuit 

of value or opportunity

• Assists in developing the BSA/AML & Sanctions 

Compliance Program as it relates to account opening 

and customer due diligence requirements, employee 

training, internal audit and internal controls to comply 

with SAR and sanctions reporting requirements.

Measures risk in four areas: 

Customers

Products/Services

Geographies

Delivery Channels

What is the purpose of a risk 
assessment?
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=

Risk Assessment Formula

Inherent risk
- Control effectiveness

Residual risk



Inherent Risks
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• Inherent risk is the level of risk that exists before controls 
are applied to mitigate them. 

• There are four main inherent risk categories:

⁻ Customers

⁻ Products and services

⁻ Geographies

⁻ Delivery Channels

• Inherent risk is often the starting point of a risk assessment 
and considers the likelihood and impact (severity) of 
noncompliance prior to considering any mitigating effects 
of risk management processes.

• If there is a high probability that a violation will occur, and if 
the impact of the violation is high, the inherent risk is high.



Customers
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• Customer risk refers to the types of customers 
whose characteristics could expose your business 
to a lesser or greater degree to BSA/AML & 
sanctions compliance risks. The key element is the 
extent to which the identity of a customer—and in 
the case of a legal entity such as a company, its 
beneficial owners and controllers—can be 
confirmed.

• This aspect of inherent risk also includes the ease 
with which the financial institution can identify the 
nature of a customer’s business, the goods and 
services it provides, and the jurisdictions in which it 
undertakes that business.

• Sanctions evasion can be facilitated when 
customers conceal their identity or activities, use 
complex legal entities with several different 
companies, and use shell companies or bearer 
shares. These characteristics can increase the 
inherent sanctions risks to the business.
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• Products and services refers to the extent to which a bank’s product or service could 
be used by the customer in a way that exposes the bank to a lesser or greater 
degree of sanctions compliance risks.

• The inherent risks of products and services generally increase with international and 
cross-border features.

• The level of products and services risk can be elevated when product ownership is 
transferred without the knowledge of the financial institution. For example, pre-
paid cards are versatile and allow users to reload them remotely.

• Virtual currencies also pose a sanctions risk. Cryptocurrency is associated with 
anonymity and the encryption or lack of end-user information, such as the 
originator and beneficiary of a transaction.

• Internet-based products and services also can pose a higher risk because of the 
speed of payment processing and the anonymity provided in accessing an account. 
In addition, services such as trade financing can involve prohibited or “dual-use 
goods” and can increase a customer’s risk.

Products and Services



Countries
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• Country risk can seem complex to assess.

• Country risk requires careful consideration 
beyond whether a country is the subject of 
sanctions restrictions and beyond the 
country’s AML risk, which often is factored 
in as a component of sanctions risk.

• The country risk component of the risk 
assessment should include an assessment of 
the country risk for those third countries in 
which the customers’ counterparties are 
located. This element of the risk assessment 
is generally linked to the value and volume 
of transactions to any one country.



Delivery Channels
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• Delivery channels are the ways in which products 
and services are provided by a firm to its 
customer (also referred to as servicing methods 
and distribution channels).

• Delivery methods without face-to-face 
onboarding, such as internet banking and money 
services businesses, are also considered to pose a 
higher inherent risk.

• A delivery channel that processes payments 
quickly is a higher risk, because there is less time 
for potential investigation. As an example, 
traditional international wire transfer versus an 
international automated clearing house (ACH) 
payment. The ACH payment is a higher risk due 
to the speed of the delivery channel.
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• After assessing inherent risks, businesses must 
identify the controls they have in place to mitigate or 
reduce inherent risks. Control effectiveness (also 
referred to as mitigation measures or quality of risk 
management) is the measurement of the quality of 
controls used to mitigate a business’s inherent risks. 

• The following is a list of the controls used within a 
BSA/AML and sanctions compliance program:

⁻ Governance
⁻ Policies and procedures
⁻ Know your customer/due diligence (including 

beneficial ownership
⁻ Management Information Systems (MIS)
⁻ Recordkeeping and retention
⁻ Sanctions blocks/rejections
⁻ Transaction monitoring
⁻ Training and awareness
⁻ Independent testing

Control Effectiveness



Residual Risk
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• At this stage in the assessment process, the institution can identify which areas of 
business are considered high risk after establishing control effectiveness. A business 
has four options for managing the remaining, or residual, risks:

1. It can transfer risk.  

a) If a firm assigns responsibility to a vendor or another third party, the firm 
must ensure the vendor is qualified and has effective controls. However, a 
firm cannot transfer accountability for BSA/AML or sanctions compliance 
to someone else.

2. It can avoid the risk. 

a) If the level of risk exceeds its risk appetite, the firm may decide to 
discontinue or fail to pursue a given line of products or decide not to accept 
business relationships with certain customers.

3. It can seek to further mitigate the risk by:

a) Decreasing “fuzzy logic” or SAM system monitoring scenarios;
b) Increasing monitoring;
c) Adopting other controls; and/or,
d) Strengthening existing controls to manage the risk.

4. It can accept the risk.



Best Risk Assessment Practices
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• Conduct a risk assessment that is suited to the business’ size and 
complexity.

• Account for customers’ directors and beneficial owners.

• Record the methodology and procedures used.

• Validate the accuracy of the data used to perform the risk 
assessment.

• Use the same methodology for each risk assessment.

• Perform the risk assessment annually, but not to exceed every 18 
months.
➢ Risk assessments should be performed more frequently in 

the instance of mergers and acquisitions (particularly in 
scenarios involving non–US companies or corporations) or 
when there are significant changes to the business model.

• Conduct risk assessments on each assessment unit (Line of 
business) with all businesses contributing to the overall risk 
assessment for the larger financial institution. 

• Use a mixture of both qualitative and quantitative analysis.



Performing a Risk Assessment—a 5-step process
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HIGHER RISK PRODUCTS & SERVICES

STEP 1: “Quantification” of Risk

• Identify and measure specific risk 

categories

• The “what and how many” phase

• The numbers and dollars of products, 

services customers and geographies

• Electronic funds payment services

• Electronic banking

• Trust & asset management services

• Monetary instruments

• Foreign correspondent accounts

• Trade finance

• Services provided to third-party payment 
processors or senders

• Foreign exchange

• Special use or concentration accounts

• Lending activities

• Professional service providers
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HIGHER RISK CUSTOMERS

STEP 1: “Quantification” of Risk (cont’d.)

• Foreign financial institutions, including banks 
and money-service providers

• Non-bank financial institutions

• Senior foreign political figures, their immediate 
family members and close associates (PEPs) to 
include consulates and embassies

• Non-resident aliens (NRAs) and accounts of 
foreign persons

• Foreign corporations and domestic business 
entities, particularly offshore corporations 
located in higher-risk jurisdictions

• Deposit brokers (particularly foreign deposit 
brokers

• Cash-intensive businesses

• Non-governmental organizations and charities

• Professional service providers

• Identify and measure specific risk 

categories

• The “what and how many” phase

• The numbers and dollars of products, 

services customers and geographies
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CUSTOMERS AND BRANCHES IN:

STEP 1: “Quantification” of Risk (cont’d.)

• Higher-risk geographies both domestic 

and foreign

• HIDTA

• HIFCA

• Foreign jurisdictions in which the institution or 

their customers transact

⁻ OFAC & Sanctioned Countries

⁻ 311 Countries

⁻ FATF Countries

⁻ Countries designated of primary concern 

by INCSR

⁻ Offshore Financial Centers

⁻ Those countries that the institution 

identifies as higher-risk because of 

experience or other factors 



STEP 2: “Qualification” of Risk
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• A detailed analysis of “who and why” are conducting transactions.

⁻ More detailed analysis of the data obtained during Step 1 to more accurately measure BSA/AML 

risk.

✓ Further stratifying or quantifying higher risk categories of products, services, customers and 

geographies.

✓ Conduct detailed analysis and obtain additional pieces of information regarding the activity 

of the transaction(s) or customer(s) to determine the extent of the risk inherent in each 

category of product, service, customer, service, customer and geography.

⁻ Leveraging CIP & KYC/CDD data to identify who is using higher risk products and services.

✓ This detailed analysis is important because within any type of product or category of 

customer there will be account holders that pose varying levels of risk.

⁻ This step is important as it provides management with a better understanding of the institution’s 

risk profile in order to develop appropriate policies, procedures and processes to manage overall 

BSA risk.



STEP 3: Evaluation of the Control Environment
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1. Identify each of the following types of controls.

• Directive (e.g., Policies and 
Procedures)

• Detective (e.g., Automated and 
Manual SAM Systems)

• Preventative (e.g., Training)

2. Render an opinion as to the efficacy of the 
controls (Very Strong, Strong, Adequate, 
Marginally Adequate, Weak or Non-existent).

• The efficacy of an individual control 
may be determined through:

⁻ Independent testing, or;

⁻ Leveraging previous audit and 

QA/QC reports and regulatory 

examinations.

(Risk Mitigants)



Policies & 
Procedures 
The Expectations

• Policies and procedures should be designed to identify, interdict, 
escalate, report (as appropriate), and maintain records.

• Policies should:

⁻ Be clear and simple high-level statements that are uniform 
across the entire organization;

⁻ Define roles and responsibilities.
⁻ Approved by executive management of the board of directors;
⁻ Reflect the high-level responsibilities of the stakeholders 

throughout the organization; and,
⁻ Establish minimum standards and requirements that must be 

met.

• Procedures should:

⁻ Translate the compliance policies into an acceptable and 
workable practice, tasking stakeholders with their respective 
responsibilities;

⁻ May be established at the operational (not executive) level of the 
financial institution;

⁻ Serve as instructions for how an institution expects something to 
be done;

⁻ Much more detailed than policies; and,
⁻ Reviewed and updated regularly.
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STEP 4: Calculation of Residual Risk 

• Inherent Risk describes the risk associated with a 

specific risk category absent any controls (Very High, 

High, Moderate, Low, Very Low).

•The efficacy of a control environment (Very Strong, 

Strong, Adequate, Marginally Adequate, Weak or Non-

existent).

• Residual Risk is the risk which remains after 

mitigation factors are applied, a simple process of 

addition or subtraction (Very High, High, Moderate, 

Low, Very Low).

⁻ Calculations of residual risk will typically 

involve use of arithmetic formulas or 

predict a “likeliness or impact of an 

occurrence” (probability).

Inherent risk
Efficacy of control 

- environment

Residual risk



26

STEP 5: Determining the Direction of Risk 

How is the institution’s residual risk 

trending taking into account future 

internal/external influences?

• Business expansion plans

• Upcoming changes to the 

regulatory environment

• Developments in the control 

environment

• Outstanding regulatory issues

INDICATED BY: 

D
ecreasin

g

In
creasin

g

Stable



Questions?

Questions?
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• One of the top CPA and advisory firms in the United States

• Based in South Florida, serving clients in all 50 states, and more than 60 countries

• Advising businesses and their owners for more than 58 years

• Top-tier technical skills, quality control practices and technologies

• Notable areas of specialty include domestic and international taxes, manufacturing and

distribution, real estate, alternative investments, and forensic/advisory services

• Members of the American Institute of Certified Public Accountants’ Center for Audit Quality

• Registered with and subject to inspection by the Public Company Accounting Oversight

Board

• The world’s largest alliance of independent accounting firms in the world

• More than 700 member offices across more than 100 countries

• Access to the expertise of more than 3,690 partners worldwide

• Perennial winner of South Florida Business Journal “Best Place to Work” Surveys

• Recognized as “Best Accounting Firm to Work For” in the United States for several years

• Low turnover rate and more than 400 employees

• Kaufman Rossin University offers more than 600 professional development courses per year

Kaufman Rossin – Who we are

29



Thank you!
Kaufman Rossin has represented Florida businesses for more than 58 years and serves international clients in dozens 
of countries. The CPA and advisory firm is one of the largest in the U.S., providing traditional accounting, audit and 
tax services, as well as business, risk and forensic advisory services. The firm has won significant awards, including 
repeat honors as the Best Accounting Firm to Work For among large firms nationwide and locally. With more than 
400 team members, the firm prides itself on offering the resources of a powerhouse, personally delivered. 
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